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Abstract 

Small businesses face growing cybersecurity risks in the post- coronavirus disease 2019 

(COVID-19) environment due to rapid digital transformation, remote work, cloud adoption, and 

increased reliance on interconnected systems. Limited budgets, lack of in-house expertise, and 

staffing constraints often make these organizations vulnerable to phishing, ransomware, and 

emerging artificial intelligence (AI)-enabled threats. The purpose of this qualitative study was to 

explore cybersecurity strategies used by small business leaders to protect their organizations from 

cyberattacks in the post-COVID-19 era. The study was guided by Transformational Leadership 

Theory (TLT), the National Institute of Standards and Technology (NIST) Cybersecurity 

Framework (CSF), and the Enterprise Risk Management (ERM) framework. Data was collected 

through semi-structured interviews with business leaders, and thematic analysis was subsequently 

employed to identify recurring patterns across participant responses. Findings revealed that 

cybersecurity has become a core business imperative rather than solely an information 

technology (IT) issue. Key themes included the importance of foundational controls such as 

multi-factor authentication (MFA), tested backups, endpoint protection, employee training, 

written policies, and incident response planning. Participants also emphasized leadership 

commitment, security culture, cyber insurance, and the need to address resource limitations. AI-

driven threats, deepfakes, and automated attacks were identified as major emerging concerns. The 

study contributes to positive social change by offering practical, scalable strategies that small 

business leaders can use to reduce cyber risk, protect customer data, sustain operations, and 

improve resilience. Recommendations include prioritizing basic controls, fostering employee 

awareness, leveraging external expertise, and embedding cybersecurity into overall business 

strategy. 
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Chapter One 

The Problem and Its Setting 

Introduction 

Digital technology is what powers modern society. While online technology offers 

many advantages, such as instant communication, cloud computing, and remote work 

capabilities, it also comes with significant drawbacks, most notably, the rise in cyberattacks. 

As businesses, governments, and individuals increasingly rely on internet-connected systems, 

cybercriminals exploit vulnerabilities through tactics like phishing, ransomware, and data 

breaches. This demonstrates the urgent need for enhanced cybersecurity measures to protect 

small businesses from the escalating costs and impacts of cybercrime. Sharif and Mohammed 

(2022) emphasize the urgent need for businesses to invest in strong cybersecurity measures, 

adopt proactive risk management strategies, and comply with evolving regulatory standards to 

mitigate financial losses from cyber threats. The cost of cyberattacks on small businesses can 

be devastating. The study highlights that cybercrime has led to billions of dollars in losses 

annually, affecting companies of all sizes, with small businesses being particularly vulnerable 

due to limited cybersecurity resources. In fact, a cyberattack can cripple a small business’s 

ability to operate, leading to both immediate and long-term financial damage. 

One contributing factor to the increase in cyberattacks on small businesses could be 

their inadequate cybersecurity, often resulting from limited financial resources, outdated 

equipment, and a shortage of experienced personnel. (Ncubukezi, 2023; El-Hajj & Mirza, 

2024; Chagadama et al., 2022) Small businesses often operate with limited budgets, which 

makes it challenging for them to invest in comprehensive cybersecurity systems and tools. 

Furthermore, many small businesses may not have the technical expertise or the trained staff 
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needed to implement and maintain effective security measures. As a result, their networks, 

systems, and data become more vulnerable to cyber threats such as phishing, ransomware, and 

data breaches can exploit the existing security gaps. This shortage of resources makes it 

harder for small businesses to adequately defend themselves against the growing number and 

complexity of cyberattacks. Another reason could be the lack of awareness and training about 

cyber threats.  

Another study by Thompson (2023) demonstrated a clear and direct correlation 

between heightened cybersecurity risks and several key vulnerabilities commonly found in 

small businesses. A multiple regression analysis was conducted using a sample of 252 

minority-owned small businesses. The research highlighted that limited financial and human 

resources often prevent these businesses from implementing robust security measures. The 

results indicated that all predictor variables were statistically significant in assessing 

cybersecurity risk. Additionally, a widespread lack of cybersecurity awareness among 

employees leaves systems more susceptible to phishing attacks and social engineering tactics. 

Together, these factors create a fragile cybersecurity posture that significantly increases the 

likelihood of data breaches and cyberattacks. Consequently, it is essential for these businesses 

to prioritize cybersecurity by investing in appropriate tools, education, and infrastructure to 

mitigate potential risks and safeguard their operations. 

As large businesses and corporations continue to invest in cybersecurity measures, 

hackers are increasingly focusing on small and medium-sized businesses (FBI Internet Crime 

Report, 2023). These smaller businesses face a greater risk of cyberattacks compared to their 

larger counterparts, primarily because they lack the same resources, such as advanced tools 

and personnel, to effectively safeguard themselves in today's interconnected environment 
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(Scarpato, 2022). Cybercriminals will always find a way to steal customer and business data 

and use it for illegal purposes or monetary gain. Cybercriminals utilize a variety of computer 

devices and the Internet to initiate attacks from any location worldwide, making it challenging 

for small businesses to keep up with the constantly changing threats. As a result, it is critical 

for small business leaders to prioritize cybersecurity and invest in appropriate protection to 

make them less vulnerable to cyberattacks (Bryan, 2020). 

Like large corporations, small businesses have increasingly adopted digital 

technologies to support remote work, streamline manufacturing processes, and expand online 

sales. However, many small business leaders have historically underestimated the importance 

of cybersecurity, often due to limited resources or a perception that they are unlikely targets. 

As a result, small businesses are now experiencing cyber breaches at a far higher rate than 

larger enterprises, which typically have more robust cybersecurity infrastructure, dedicated IT 

staff, and greater awareness of cyber risks (Verizon Data Breach Investigations Report, 2020). 

As a result, the risk of cyberattacks for small businesses has considerably increased in recent 

years, already being higher than the risk for large corporations. A recent report by 

Cybersecurity Ventures (2022) highlights that global cybercrime damages, including data 

breaches, are expected to cost the world $10.5 trillion annually by 2025, up from $3 trillion in 

2015. This trend represents a significant increase in the frequency and severity of 

cyberattacks, particularly targeting small businesses.  

 Although their expanded computer networks have introduced new vulnerabilities to 

phishing and ransomware attacks, small business leaders have not committed to major 

cybersecurity spending (Ponemon Institute, 2021). As noted in the ASD Cyber Threat Report 

(July 2022–June 2023), the increased sophistication of cyber threats, such as phishing and 
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ransomware, continues to impact organizations, with many small businesses failing to allocate 

sufficient resources toward cybersecurity protection. Additionally, the Office of the 

Australian Information Commissioner’s (OAIC) Notifiable Data Breaches Report (January to 

June 2023) also highlights the failure of businesses to allocate sufficient resources for 

cybersecurity, despite the alarming increase in data breach incidents (OAIC, 2023). 

Furthermore, a study by Chidukwani et al. (2022) emphasizes the ongoing reluctance 

of small business leaders to prioritize cybersecurity spending, which leaves them particularly 

vulnerable to a wide range of threats, including phishing, ransomware, and data breaches. The 

researchers conducted a comprehensive literature review to assess the cybersecurity 

preparedness of small-to-medium businesses (SMBs), focusing on their awareness of cyber 

risks, the implementation of the NIST Cybersecurity Framework (CSF), and the resources 

they utilize for guidance. This method enabled them to synthesize findings from various 

empirical studies and industry reports, offering a holistic view of the current cybersecurity 

challenges faced by SMBs. 

The study also found that while most small businesses recognize the importance of 

cybersecurity, many still lack the financial resources, technical expertise, and structured 

strategies needed to implement effective protections. Additionally, SMBs often narrowly 

focused their cybersecurity efforts and failed to align them with the full spectrum of NIST 

CSF recommendations. Key challenges cited included insufficient awareness, competing 

operational priorities, and a general underestimation of cyber risks. The authors conclude with 

a call for more targeted research, policy development, and educational outreach to better 

support SMBs in building resilient cybersecurity infrastructures. 
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A thorough review of existing literature reveals a significant gap in academic research 

addressing the true impact of the COVID-19 pandemic on cybersecurity, particularly within 

the context of the Western United States. Most studies tend to focus on global or national 

trends, without offering a deep exploration of how regional variations—such as those found in 

the Seattle metropolitan area—are uniquely affected. For instance, a study by Chidukwani et 

al. (2022) focuses on Western Australia, which may limit the generalizability of its findings to 

small businesses in other regions with different economic and regulatory environments. 

pandemic. Furthermore, many researchers base their analyses on secondary data, which 

excludes responses from small business leaders. Research on cyberattacks in a post-pandemic 

era for small businesses is limited and there is a significant need for more research into the 

effectiveness of current cybersecurity practices, particularly regarding risk assessment and 

mitigation for small businesses (Adriko & Nurse, 2024). Government intervention, including 

regulations and financial support, plays an essential role in helping small businesses improve 

their cybersecurity defenses. By filling a gap in literature, this study will add to the body of 

knowledge required to address this problem. This study will highlight the necessity of 

information security for small businesses, and failing to protect organizational data can result 

in a data breach that may severely impact the company. The information gathered in this 

research can act as a valuable resource for small business leaders, drawing attention to the 

importance of safeguarding sensitive data within their businesses. 

The problem in this study is that small business leaders lack effective cybersecurity 

strategies necessary to protect their businesses from cyberattacks in the post-COVID-19 era. 

(Ali et al, 2022) Research highlights that despite the growing threats posed by cyberattacks, 

particularly after the pandemic, many small business leaders have been slow to implement 
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robust cybersecurity measures. The SBA report (2023) emphasizes the importance of 

cybersecurity for small businesses and the gaps in their preparedness against cyber threats. 

Although it is impossible to completely protect against cyber threats, businesses should try to 

implement the most effective cybersecurity strategies and procedures to ensure that all client 

and company data are secure. Small business leaders do not always take cybersecurity risks 

seriously.  

There are still common cybersecurity misconceptions that small business leaders must 

address while developing an effective security plan in their organizations (Wieder & Jansen, 

2022). Many small business leaders hold the belief that their companies are "too small" to be 

vulnerable to a potential data breach. Previous studies provided strong support for the claim 

that small businesses often dismiss the risk of cyberattacks, leading to insufficient 

cybersecurity measures. Verizon's (2023) Data Breach Investigations Report highlights how 

small businesses frequently underestimate their attractiveness to cybercriminals, despite being 

primary targets for attacks. McAlaney (2022) discusses how small business leaders often 

believe they are not viable targets, leading to a lack of proactive cybersecurity measures. The 

National Cyber Security Alliance (2022) report finds that many small business owners assume 

their businesses are too insignificant for cybercriminals, which contributes to weak security 

postures. 

Although the COVID-19 pandemic has officially ended, small businesses are now 

more vulnerable to data breaches than pre-pandemic data breaches (Meng et al., 2023). More 

cyberattacks become possible due to the increased use of insecure networks and cloud 

technologies. Small business leaders often fail to recognize the attack on their companies until 

it's too late (SBA, 2021). Half of small businesses have been hacked, and over 60% of those 
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have closed. Furthermore, an IBM 2021 survey shows that 52% of small firms experienced a 

cyberattack in the preceding year. Meanwhile, according to a recent poll conducted by 

UpCity, a Chicago-based business service provider, only 50% of small firms in the United 

States have a cybersecurity plan in place for 2022 (UpCity, 2022). This study will explore 

qualitative data and analyze responses to semi-structured interview questions provided by 

participants. The information gathered in this study will assist small business leaders in 

developing better strategies for defending their systems against cyberattacks.  

Theoretical Framework 

The study applied Transformational Leadership Theory (TLT) and the National 

Institute of Standards and Technology (NIST) Cybersecurity Framework as part of the 

Enterprise Risk Management (ERM) framework as the theoretical framework. The ERM 

framework functions as a communication tool to help identify, assess, respond to, and manage 

both internal and external risks. Meanwhile, TLT provides a lens to understand how 

leadership behaviors—such as inspiring a shared vision, fostering innovation, and 

encouraging employee development—can influence the implementation and effectiveness of 

cybersecurity practices within small businesses. These frameworks align with the goals of the 

study and will be integrated into the conceptual framework utilized by small business leaders 

and information security officers responsible for cybersecurity decision-making. They are 

essential in protecting business and customer data from cyberattacks. 

Transformational Leadership Theory  

Transformational Leadership Theory (TLT), developed by Burns (1978) and expanded 

by Bass (1985), serves as a valuable framework for understanding how small business leaders 

can effectively address cybersecurity challenges. The theory emphasizes leaders’ roles in 
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inspiring, motivating, and transforming their teams to achieve higher levels of performance. 

In the context of cybersecurity, transformational leaders help cultivate a strong security 

culture by promoting a shared vision, encouraging innovation, and fostering ethical behavior. 

Historically, transformational leadership gained prominence during the 1980s and 2000s, 

evolving from earlier models such as the Blake and Mouton Grid. The theory focuses on the 

leader's ability to influence employees to go beyond routine tasks by emphasizing employee 

development and ethical practices (Antonakis & Day, 2018). It helps employees see how their 

daily responsibilities align with the organization’s broader mission, which fosters deeper 

engagement and accountability (Wood, 2019). 

Transformational leaders (TLs) inspire their followers to fully commit to 

organizational goals and achieve results that surpass typical expectations. As outlined by Bass 

(1985), TLs do this by (1) increasing followers’ awareness of the significance and worth of 

specific objectives, (2) encouraging them to put the organization’s or team’s interests ahead of 

their own, and (3) appealing to their higher-level needs by presenting an inspiring vision and 

serving as role models who embody that vision. More precisely, TLs exert idealized influence 

on their subordinates through their distinctive charisma, leading followers to form a personal 

connection with them (Bass, 1985). This emotional bond fosters a desire among followers to 

imitate their leaders, making TLs natural role models. By articulating a compelling and 

ambitious vision for the team or organization and demonstrating confidence in followers’ 

capacity to reach that vision, TLs inspire and motivate them to exceed normal expectations 

(Olaniyi et al., 2023). 
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Figure 1 

 

Transformational Leadership Theory 

 

Figure 1 explains transformational leadership through five interconnected practices 

that help leaders drive meaningful and lasting change. At the core is the idea that leadership is 

more than simply managing tasks—it is about inspiring and empowering followers to grow 

and achieve shared goals. The first practice, Modeling the Way, highlights the importance of 

leaders setting a consistent example through their actions and values, thereby establishing 

clear standards of excellence that others can follow. Encouraging the Heart focuses on the 

emotional dimension of leadership by recognizing and celebrating team members’ 

contributions, which fosters motivation and a sense of belonging, especially during 

challenging times. Inspiring a Shared Vision is about crafting and communicating an 

appealing future that unites people under a common purpose, encouraging them to work 

collectively toward that goal. Enabling Others to Act underscores the significance of trust and 

empowerment, as transformational leaders create environments where team members feel 
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confident to take initiative, collaborate, and make decisions. Finally, Challenging the Process 

involves questioning traditional approaches and encouraging innovation, experimentation, and 

learning from setbacks to drive improvement. Together, these five practices form a cohesive 

framework that enables transformational leaders to bring out the best in their followers and 

guide organizations through meaningful, positive change. 

Small businesses, with limited resources and technical expertise, rely heavily on 

transformational leaders to shape cybersecurity practices. They embed awareness into 

everyday operations, engage employees through training and involvement in security 

initiatives, and promote the adoption of innovative technologies. These leaders also 

emphasize compliance with cybersecurity regulations and ethical standards, which helps 

reduce organizational vulnerabilities. This leadership model also informs the development of 

research questions designed to explore cybersecurity practices in small businesses. Questions 

might address how leaders communicate cybersecurity goals, motivate employees, support 

training, allocate resources, and balance innovation with risk management. By grounding 

research in TLT, scholars can better understand how leadership behavior influences 

cybersecurity preparedness and resilience in the post-COVID-19 landscape. 

Research indicates that companies led by transformational leaders enjoy notable 

performance benefits. These include up to 20% higher employee retention, 17% greater job 

satisfaction, and 23% increased workforce productivity (Benmira, 2021). Organizations that 

align leadership vision with business strategy also experience stronger financial stability and 

up to 18% higher return on investment (Nugroho et al., 2020). In contrast, a lack of effective 

leadership—often due to competency gaps—can result in poor performance, financial stress, 

and diminished investor confidence (Widodo, 2022). Overall, transformational leadership 
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plays a pivotal role in modern organizational success. It not only drives innovation and 

employee commitment but also helps organizations navigate challenges and maintain 

resilience, particularly during periods of change or economic uncertainty. 

Cybersecurity Risk Management Framework  

A cyber risk management framework assists businesses in protecting critical 

infrastructure by addressing issues encountered during the development of analytical models, 

identifying opportunities, and protecting assets (Lee, 2021). Cybersecurity professionals must 

design models to identify vulnerabilities and propose innovative solutions for their resolution. 

Enhanced connectivity, digital processing, and remote data storage can increase industrial 

productivity, quality, and cost. Each framework has its own set of guiding principles and 

regulations, and businesses may choose to employ different frameworks based on their 

specific demands and regulatory compliance requirements. While individual risk management 

frameworks may differ in their specific procedures or terminology, a typical framework will 

often include the following elements: risk identification, risk assessment, risk evaluation, risk 

response, risk monitoring and review, communication, and reporting. 

While there are other frameworks available, this assessment focuses on the NIST CSF. 

The NIST CSF is a globally recognized standard for cybersecurity guidelines and best 

practices for enterprise-scale companies securing critical infrastructure (Toussaint, 2024). The 

framework is a versatile paradigm for developing an ERM framework for firms that rely on 

technology, are worried about data privacy, and manage risk linked with the most recent 

digital workforce trends. Although the framework was originally designed for critical 

infrastructure organizations and businesses collaborating with U.S. government agencies, it 

has demonstrated its versatility and applicability across different sectors and various 
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organizations. By using the framework, organizations are better equipped to manage their 

cybersecurity risks in a cost-effective manner, maximizing their return on security investment. 

NIST is particularly beneficial for firms relying on technology, data privacy, and risk 

management related to digital workforce trends. Through the implementation of the 

framework, organizations can efficiently manage their cybersecurity risks, ensuring both 

compliance and optimal security investment (Toussaint, 2024). Additionally, the NIST 

framework provides a standardized language, reducing ambiguities in contract terms and 

agreements. Nonetheless, the absence of prescriptive regulations and formal certification 

within the NIST CSF may result in certain organizations facing uncertainty and finding it 

challenging to prove compliance to external stakeholders (Al-Hawamleh, 2024). Table 1 

outlines the components of the framework in alignment with ERM, which include risk 

identification, risk assessment, risk evaluation, risk response, risk monitoring and review, 

communication, and reporting. This structured process effectively manages cybersecurity 

risks within small businesses. By aligning these ERM components with the NIST 

Cybersecurity Framework and guided by the principles of Transformational Leadership 

Theory, small business leaders can foster a proactive cybersecurity culture that enhances 

resilience and reduces vulnerability to cyber threats. 
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Table 1.  

NIST CSF functions and classifications  

 

Note. Source: NIST (2021) 

Conceptual Framework 

The conceptual framework served as a visual reminder of the study's focus as well as 

its foundational theories. The supporting literature for the two foundational theories, 

Enterprise Risk Management (ERM) framework and Transformational Leadership Theory 

(TLT), is represented by this map. By visually organizing these theories, researchers can 

better understand how they relate to each other and the overall study. The conceptual 

framework served not only as a visual representation of the study's focus but also as a 

structured guide for understanding how the key theoretical components interconnect and 

support the research objectives. Specifically, the framework illustrates the integration of ERM 

and TLT—two foundational pillars that inform both the problem being investigated and the 
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potential solutions. This tool helps researchers stay organized and ensures that all aspects of 

the study are thoroughly explored. By visually mapping out the connections between theories 

and literature, researchers can identify gaps in knowledge and areas for further exploration. 

Additionally, the conceptual framework can assist researchers in identifying gaps in existing 

literature and areas for further investigation. It also provides a clear roadmap for data 

collection and analysis, ensuring that each part of the study aligns with its theoretical 

underpinnings. Ultimately, the conceptual framework acts as both a navigational tool and a 

theoretical blueprint, grounding the research in well-established models while clarifying the 

relationships between key variables. 

Figure 2 depicts the conceptual framework of major theories of cyberattacks, which 

lays the groundwork for Chapter 2. It provides a clear structure for organizing data and 

analyzing findings, ultimately contributing to a more coherent and comprehensive research 

study. The conceptual framework covers the potential impact of increased reliance on digital 

platforms and remote work arrangements on cybersecurity vulnerabilities. This 

comprehensive analysis sets the stage for a more profound understanding of the evolving 

landscape of cyber threats in the post-COVID-19 era. Small businesses should adhere to 

industry-wide cybersecurity best practices and implement a cyber hygiene checklist for 

employees. By implementing these measures, small businesses can better protect themselves 

from potential cyber threats and ensure the security of their digital assets in the ever-changing 

cybersecurity landscape.   
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Figure 2. 

 

Conceptual Framework of Major Theories of Cyberattacks  
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Purpose of Study 

The purpose of this qualitative study was to explore cybersecurity strategies that small 

business leaders implement to protect their businesses from cyberattacks in the post-COVID-

19 environment. At this time “cybersecurity strategies” is defined as the implementation of 

comprehensive measures and protocols to protect computer systems, networks, and data from 

unauthorized access, breaches, and cyber threats. These strategies involved a combination of 

technological solutions, such as firewalls and encryption, as well as employee training and 

awareness programs to ensure that all individuals within an organization are equipped with 

the knowledge and skills to identify and respond to potential security risks. Additionally, 

cybersecurity strategies also encompass the regular monitoring and updating of security 

systems to stay ahead of evolving threats in the digital landscape. Businesses considered 

"small" consist of companies with fewer than 500 employees and often have limited resources 

for cybersecurity measures. The research population consists of small business leaders located 

in the greater Seattle metropolitan area. 

Central Question  

What cybersecurity strategies do small business leaders implement to protect and defend their 

businesses from cyberattacks? 

 

Sub Problems 

1. What cybersecurity strategies do small business leaders use for preventing, detecting, 

and responding to cyberattacks? 

2. How can cybersecurity strategies adequately address the post-COVID-19 cyberattacks 

on small business cyberspace?  
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3. What cybersecurity strategies do small business leaders find most effective in 

mitigating risk from cyberattacks in their businesses?  

4. What type of training programs does small business leaders offer for employees to 

educate them on security, data privacy, and compliance? 

5. What best practices can business leaders implement to ensure their employees receive 

cybersecurity training? 

Definition of Terms  

The definition of key terminology ensures that the reader has a clear understanding of 

how terms are used throughout the study. The key terms to be used in this research are 

defined as follows. 

Bring your own device (BYOD): the practice of businesses allowing staff to access 

business IT resources, including applications and data, via personal mobile devices like 

cellphones, laptops, and tablets (Ogie, 2016). In this study, BYOD refers to the growing trend 

of employees using their personal devices for work purposes.   

Chief Information Security Officer (CISO): a senior executive who is responsible for 

establishing and maintaining organizational information security concerns that is consistent 

with the organization’s global strategy (Dhillon, Syed, & de Sá-Soares, 2017). CISO is largely 

used in this study to refer to key experts who are knowledgeable about all aspects of 

information security (Whitman & Mattord, 2018).         

Cloud Computing: "a model for enabling ubiquitous, convenient, on-demand network 

access to a shared pool of configurable computing resources (e.g., networks, servers, storage, 

applications, and services) that can be rapidly provisioned and released with minimal 

management effort or interaction from service providers." (Xu, 2012, p. 2). In this study, 
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cloud computing refers to the practice of storing and accessing data and applications over the 

Internet instead of on a local server or personal device by small businesses. 

COVID-19: a term used to refer to novel coronavirus disease 2019, is a mild to severe 

infectious disease caused by the SARS-CoV-2 virus, which was originally identified in China 

in 2019 and became a pandemic in 2020 (WHO, 2020). In this study, the term “pandemic” is 

used synonymously with the term “COVID-19.” This study will define the pre-pandemic era 

before March 11, 2020; the pandemic period between March 11, 2020, and May 5, 2023; and 

the post-pandemic period, which will be considered after May 5, 2023.  

Cyberattack: an intentional action taken to change, disrupt, deceive, degrade, or 

destroy computer systems or networks to gain access to information, resulting in data loss 

(Caplan, 2013). In this study, cyberattack refers to any malicious activity that targets 

computer systems or networks of small businesses to cause harm or extract valuable data.   

Cybersecurity: a term often used interchangeably with the term "information" 

security, and involves a set of tools, policies, security concepts, security precautions, 

strategies, guidelines, risk management approaches, actions, training, best practices, 

guarantees, and technologies that can be used to safeguard the cyber environment, the 

organization, and user data (Solms & Niekerk, 2013). 

Cybersecurity Strategies: the implementation of comprehensive measures and 

protocols to protect computer systems, networks, and data from unauthorized access, 

breaches, and cyber threats (Bryan, 2020). In this study, effective cybersecurity strategies 

encompass comprehensive measures to protect computer systems and regular monitoring and 

updating of security systems to stay ahead of evolving threats in the digital landscape.  
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Implement: applying safe cybersecurity best practices such as using strong passwords, 

updating software, and turning on multi-factor authentication are the basics of what is referred 

to as “cyber hygiene” (Li & Liu, 2021). In this study, an implement refers to developing and 

executing tailored cybersecurity plans and processes to protect and maintain business 

operations.  

Protect and Defend: is a coordinated act of resistance that protects information, 

systems, and networks from cyberattacks by putting in place protective procedures such as 

firewalls, network detection and response (NDR), and endpoint detection and response (EDR) 

to identify, analyze, and report network-related incidents (IronNet, 2024). In this study, 

"protect and defend" refers to a coordinated act of resistance and implementation of policies 

and tools that help mitigate cybersecurity threats by small business leaders. 

Risk: refers to the potential for loss, damage, or disruption to an organization’s assets, 

operations, or objectives resulting from the exploitation of vulnerabilities by threats (NIST, 

2018). In cybersecurity, risk is typically understood as a function of the likelihood of a threat 

occurring and the potential impact of that event. 

Threat: is any circumstance or event with the potential to exploit vulnerabilities and 

cause harm to an information system, organization, or its assets. Threats may be intentional 

(e.g., cyberattacks) or unintentional (e.g., human error or system failure) (NIST, 2018). 

Small Business: a business for profit, independently owned, and primarily operated 

within the United States; a business with 500 or fewer employees and annual sales of up to 

$38.5 million contributes to the US economy through taxation and job creation (Buculescu, 

2013). For this research, small businesses refer to firms having fewer than 500 employees 

located in the greater Seattle metropolitan area. 
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Small Business Leaders: individuals who have the vision and drive to start and grow a 

successful business, often taking on multiple roles within their company managing the 

implementation of strategy, policy, and technology, such as a CEO, CIO, CISO, IT director, 

IT manager, or general manager (Hickman & Akdere, 2018). In this study, small business 

leaders refer to business leaders located in the greater Seattle, WA, metropolitan area who are 

responsible for making strategic decisions, managing resources, and leading their teams to 

achieve goals. 

The Northwest region of the United States: is commonly known as the Pacific 

Northwest (PNW) and primarily includes Washington, Oregon, and Idaho because of their 

shared economic and environmental characteristics. 

Delimitations 

Delimitations are the boundaries intentionally set by the researcher to define the scope 

of a study (Snelson, 2016). Unlike limitations, which are beyond the researcher’s control, 

delimitations are purposeful decisions made by the researcher (Korrapati, 2016). In this study, 

delimitations included the sample, organizational size, and geographic scope. 

First, the sample was limited to small business leaders operating in the post-COVID-

19 era; individuals whose businesses were not active during the study period were excluded. 

Second, to ensure consistency and relevance of findings, the study focused only on 

organizations classified as small businesses by the Small Business Administration (SBA). 

Third, the geographic scope was restricted to the Pacific Northwest region of the United 

States, specifically the Seattle metropolitan area, selected based on accessibility and 

feasibility, consistent with recommendations by Creswell and Creswell (2022). 



21 

 

 

Assumptions 

This study was based on four assumptions. The first assumption was that semi-

structured interviews would provide sufficient data to answer the research questions, which 

was sufficient for triangulation and included sufficient detail and feedback to provide the 

necessary data for completing the study. The second assumption was that participants would 

understand the questions and provide honest and truthful answers, thereby increasing the 

study's validity and reliability. The third assumption was that for answering the research 

questions in this study, a qualitative approach was appropriate. The final assumption was that 

the rate of technological change would undoubtedly continue to accelerate, and small business 

leaders needed to develop capabilities to absorb continuous change and turn it into a source of 

competitive advantage, rather than simply adopting new technologies. 

Significance of Study 

Cybersecurity is a worldwide issue, and organizations across the globe require 

effective solutions tailored to their needs. Business leaders require robust strategies to 

mitigate the threat of cyberattacks (Meng et al., 2023). Data breaches lead to a greater loss of 

sensitive information, identity theft, and a decline in business profitability (Trumbach et al., 

2023). Small businesses are increasingly becoming the targets of cyberattacks that, if not 

prevented, have the potential to shut down their operations, and this has become one of the 

most significant threats confronting companies today. Arpaci and Sevinc (2022) report that 

there has been a notable rise in cyberattacks in recent years, with a swift increase in the 

number of attacks globally and a corresponding rise in business costs. It is estimated that 

small business leaders require over $3.8 million to recover from a security breach (Ho et al., 

2023). Currently, the United States (U.S.) government requires many small businesses under 
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contract to demonstrate their implementation of nationally mandated cybersecurity guidelines. 

In today’s digitally connected world, all businesses should formulate a cybersecurity policy.  

The study explored cybersecurity strategies for small businesses that are necessary to 

improve the protection of systems from data breaches. The results of this study should help 

small business owners better understand their cybersecurity vulnerabilities and devise robust 

cybersecurity policies and procedures to protect their systems from future data breaches. The 

analysis should provide important information about cybersecurity practices that small 

businesses can implement to prevent potential data breaches and attacks. The study continued 

to fill gaps in the understanding and practice of small business security. Previously, 

researchers focused on security in large corporations, ignoring small businesses as an 

important element in their literature. 

This research has the potential to be a social change tool. By educating small business 

leaders this research can serve to accelerate the adoption of cybersecurity practices that can 

protect their systems from data breaches. The findings of this research could be useful for 

small business leaders who want to prevent and mitigate the cost of cyberattacks. The findings 

provided small businesses with operational strategies to protect themselves from a 

cyberattack, potentially lowering operational costs and increasing consumer confidence.  
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Chapter Two 

Literature Review 

Introduction 

Cyberattacks have become a major global challenge and concern for small businesses. 

With the introduction of the Internet and new technologies, cybercriminals can now infiltrate 

individuals and businesses through their computer systems. Cybercriminals have increasingly 

targeted small businesses even before the COVID-19 pandemic, owing to a lack of resources 

to implement comprehensive cybersecurity solutions (Alawida et al., 2022). This report 

highlights how small businesses have been prime targets for cybercriminals due to their 

limited resources for cybersecurity, a trend that predates the COVID-19 pandemic. The shift 

to remote work, increased reliance on digital platforms, and disruptions to traditional business 

operations have created new vulnerabilities in both personal and organizational cybersecurity. 

The authors point out the need for robust cybersecurity measures and continuous education to 

address the challenges exacerbated by the COVID-19 pandemic. 

A critical review of the literature informed the development of this qualitative study 

by examining prior research directly related to the research question being addressed in this 

study, allowing the researcher to identify cybersecurity strategies used by small business 

leaders to protect their systems from data breaches. This review identified key themes, 

methodological approaches, and gaps in existing literature, providing a foundation for the 

study’s purpose and design. This section also endeavors to encompass a range of research that 

aligns with the theoretical framework guiding this question. The literature review seeks to 

identify potential areas for future research on cybersecurity threats. As a result, the risks of 

cloud computing and BYOD will be thoroughly discussed.  
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The Importance of Cybersecurity for Small Businesses 

Cybersecurity is all about protecting an organization's data from attacks by both 

internal and external malicious actors. It can refer to a set of technologies, processes, 

structures, and practices used to safeguard networks, computers, programs, and data from 

unauthorized access or damage (Lundgren & Möller, 2019). A single security breach can 

expose millions of people's personal information and jeopardize confidentiality, data integrity, 

and availability (collectively known as the CIA triad) of business information, which are 

fundamental information security principles (Gera et al., 2025). These breaches have a 

significant financial impact on businesses and result in a loss of customer trust (IBM Security, 

2023). Therefore, cybersecurity is vitally important to safeguard individuals and organizations 

from cybercriminals. To stay ahead of evolving threats and vulnerabilities, organizations 

should constantly update and adapt their cybersecurity measures (Verizon, 2021). 

Organizations that prioritize cybersecurity can reduce the risk of data breaches, financial 

losses, and reputational damage. 

Small businesses are a vital component of the U.S. economy, accounting for 43.5% of 

GDP and employing 46% of the private-sector workforce (SBA, 2023). According to the SBA 

Office of Advocacy, there are 33.3 million small businesses in the United States, making up 

99.9% of all businesses. Among these, approximately 27 million operate as sole 

proprietorships. Between 1995 and 2021, small businesses generated 17.3 million new jobs, 

representing 63% of total job growth. Additionally, small businesses account for 32.6% of 

total U.S. exports, valued at $413.3 billion, and make up 97.3% of all exporting firms (U.S. 

Census Bureau, 2022). According to McIntyre (2019), the majority of U.S. businesses—
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approximately 89.6%—have fewer than 20 employees, reinforcing the dominance of small 

enterprises in the national economy. 

  Cyberattacks impose significant financial burdens on the U.S. economy, costing 

hundreds of billions of dollars annually. In 2021, cybercrime losses in the U.S. reached $6.9 

billion, with over 847,000 reported incidents (FBI Internet Crime Report, 2021). 

Cybersecurity Ventures (2023) projects that global cybercrime damages will increase from $3 

trillion in 2015 to $10.5 trillion annually by 2025. The President's Budget for 2023 allocated 

$15.6 billion for cybersecurity initiatives, demonstrating the growing financial commitment to 

national cybersecurity (White House, 2023). Cyberattacks on businesses and individuals 

continue to rise, with the global cost of cybercrime expected to exceed $20 trillion by 2026, a 

150% increase from 2022 levels (Statista, 2023). 

IBM and the Ponemon Institute reported that the average cost of a data breach in 2022 

reached $4.35 million, marking a 12.7% increase compared to the 2020 report (Ponemon 

Institute, 2022). Experts predict that typical data breach expenses could surpass $5 million by 

2023. The study takes into account various costs, including legal, regulatory, technical, brand 

equity loss, customer turnover, and employee productivity drain. This report is based on an 

analysis of 550 breaches across 17 countries and industries, with data gathered from over 

3,600 interviews. The research also found that the cost per record compromised during a 

breach has risen to $175, further highlighting the increasing financial burden on businesses. 

These findings emphasize the critical need for organizations to invest in robust cybersecurity 

measures and incident response plans to mitigate the financial damage caused by such 

breaches (Ponemon Institute, 2022).  
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In the contemporary interconnected and competitive landscape, safeguarding clients' 

personal information remains an ongoing challenge for businesses. Cybercriminals target 

small businesses daily because they have sensitive information and must protect themselves 

and their customers (SBA, 2021). Small businesses face challenges in their ability and desire 

to protect themselves against cyberattacks, making them particularly vulnerable. Over 

700,000 attacks on small businesses occurred in 2020 alone, with damage totaling $2.8 

billion, and the figures continue to climb yearly (Madrid, 2021). Large corporations use 

enormous resources to protect themselves from cyberattacks by outsourcing these services or 

establishing their own cybersecurity department (Muravskyi et al., 2021). Hackers are aware 

that small businesses cannot afford to invest as much.  

El-Hajj and Mirza (2024) focused on addressing the unique cybersecurity challenges 

faced by small and medium enterprises (SMEs). Recognizing that SMEs often lack the 

resources and expertise to implement comprehensive cybersecurity measures, the authors 

propose a specialized risk assessment framework and tool tailored to the needs of these 

organizations. The proposed framework serves as a practical resource to help SMEs navigate 

the complexities of cybersecurity in a way that is both accessible and actionable. While the 

framework and tool are well-defined, there is limited empirical testing or real-world case 

studies to demonstrate the effectiveness and practical application of the proposed model. 

Cybercrime is constantly changing as the Internet develops and changes. Things that 

were not possible ten years ago are now possible, altering the landscape. Data breaches can 

significantly impact a company's reputation and consumer confidence. Approximately 59% of 

small and medium-sized businesses in the United States lack a contingency plan that 

delineates the protocols for addressing and disclosing losses resulting from data breaches 
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(National Cybersecurity Alliance, 2021). It is crucial for organizations to prioritize 

cybersecurity measures and develop comprehensive contingency plans to mitigate potential 

damage and protect their reputation in the digital age.  

Wong et al. (2022) further examined the role of cybersecurity awareness and policy 

comprehension in enhancing supply chain resilience among small and medium-sized 

enterprises (SMEs). Drawing on Protection Motivation Theory, the researchers surveyed 200 

SMEs to assess how their understanding of cybersecurity practices and policies influenced 

organizational readiness and hygiene. Their findings indicate that SMEs with higher levels of 

awareness and structured cybersecurity policies were better equipped to respond to threats, 

thereby minimizing disruption and potential data loss. The study emphasizes the necessity of 

embedding cybersecurity awareness into organizational culture and prioritizing preventive 

strategies—especially employee training—as critical components in mitigating cyber risks in 

an increasingly digitized post-pandemic environment. This argument is further supported by 

Wilson et al. (2023), whose survey on cybersecurity attitudes among UK SMEs revealed a 

prevailing belief that they are unlikely to become targets of cyberattacks. A reactive approach 

to cyber defense results from this false sense of security. Additionally, Chidukwani et al. 

(2022) found that SME commitment to cybersecurity can diminish over time, particularly 

when there are no immediate or visible benefits from their efforts. This gradual erosion in 

vigilance often results in underinvestment in crucial areas, such as employee training, system 

upgrades, and incident response planning, thereby increasing long-term exposure to cyber 

risks. 
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The Role of the Cybersecurity and Infrastructure Security Agency (CISA) 

The Cybersecurity and Infrastructure Security Agency (CISA), established in 2018 

under the Department of Homeland Security (DHS), plays a pivotal role in the protection of 

the nation's critical infrastructure against cyber threats. As the lead federal agency for 

cybersecurity, CISA provides centralized coordination for threat detection, prevention, and 

response across both public and private sectors. For small businesses that often operate with 

limited resources and lack in-house cybersecurity expertise, CISA’s publicly available 

toolkits—such as the “Cyber Essentials” guide—serve as a foundational roadmap for 

implementing basic cyber hygiene practices and building a security-conscious culture (CISA, 

2023). 

In the context of this paper, incorporating CISA is essential for understanding the 

federal landscape of cybersecurity governance. CISA’s frameworks and guidance documents 

influence national standards and organizational practices, making its role foundational to the 

broader conversation about cyber risk management, regulatory compliance, and resilience-

building within critical infrastructure sectors. CISA’s initiatives include the Continuous 

Diagnostics and Mitigation (CDM) program, which equips federal agencies with tools to 

identify, prioritize, and mitigate cybersecurity risks. Furthermore, the agency regularly issues 

alerts, conducts assessments, and facilitates rapid incident response in collaboration with both 

governmental and private entities. 

In the post-COVID-19 era, small businesses have become increasingly vulnerable to 

cyber threats due to expanded remote work, cloud adoption, and limited IT resources. 

Recognizing this, CISA has prioritized outreach and support to help SMEs strengthen their 

cybersecurity posture. Through its Cyber Essentials initiative, CISA offers a set of basic 
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guidelines tailored for small businesses, focusing on foundational cyber hygiene practices 

such as securing email systems, maintaining backups, and training employees to recognize 

phishing attacks. CISA has also released sector-specific resources and hosted virtual 

workshops during and after the pandemic to help small businesses adapt to new threat 

landscapes (CISA, 2021). These efforts reflect a broader strategic shift by the agency to 

ensure that national cybersecurity resilience includes not only large critical infrastructure 

providers but also the smaller organizations that form the backbone of the U.S. economy. 

COVID-19 Pandemic Impacts on Cybersecurity 

The pattern of cybercrime committed pre-COVID and during COVID-19 should be 

considered if any conclusions can be drawn from these data. Analyzing how cybercrime has 

changed since the pandemic's start is crucial to understanding COVID-19's effects (Grampp et 

al., 2020). The COVID-19 pandemic considerably impacted cybercrime and understanding 

the data analysis requires examining how cybercrime has evolved. As a result of the rapid 

acceptance of digital technologies, many elements of life have gone online, ranging from 

commerce and social connections to business, industry, and, tragically, criminality (Alouffi et 

al., 2021). This shift has created new opportunities for cybercriminals to exploit 

vulnerabilities and target individuals, businesses, and even governments. With the increase in 

online activity, there has been a corresponding rise in cyberattacks, fraud, and data breaches. 

As we continue to navigate the digital landscape, it is essential to stay vigilant and implement 

robust cybersecurity measures to protect against evolving cyber threats. 

Figure 3 illustrates the negative effects of the pandemic on cybersecurity, and we detail each 

impact below. As the pandemic accelerated the global shift toward remote work and digital 

operations, businesses and individuals became more exposed to cyber threats. This period saw 
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a marked increase in data breaches, phishing attacks, ransomware incidents, and other forms 

of cybercrime. Many organizations, particularly small businesses, struggled to adapt to these 

rapid changes, often lacking the resources or infrastructure necessary to secure their digital 

environments effectively. The surge in cyberattacks during the pandemic has driven home the 

urgent need for stronger cybersecurity protocols, greater employee awareness, and investment 

in secure technologies. These developments reveal not only the vulnerabilities exposed by the 

crisis but also the opportunity to learn and strengthen cybersecurity resilience. By 

understanding the specific challenges that arose during the pandemic, both organizations and 

individuals can take proactive steps to better defend against similar threats in the future, 

ensuring safer participation in an increasingly interconnected digital world.  

Impact-1: A Rise in COVID-19-Related Phishing and Ransomware Attacks  

The Cyber Intelligence Centre (2020) conducted a study examining the rise in 

phishing, malware, and ransomware attacks during the COVID-19 pandemic. The research 

focused on how cybercriminals exploited the global crisis to deceive individuals and 

organizations. Data collection occurred in the early months of the pandemic, from March to 

June 2020, when remote work became widespread, increasing cybersecurity vulnerabilities. 

The study gathered data through a combination of cybersecurity incident reports, surveys, and 

real-time threat intelligence monitoring. It analyzed thousands of phishing emails and 

malware-infected links that targeted employees and customers of various organizations. The 

findings indicated a significant increase in COVID-19-themed cyberattacks, where hackers 

spoofed trusted brands and government agencies to distribute malicious content. 
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Figure 3 

 

COVID-19 cybersecurity impacts 

 

 

One key component of the study was a survey conducted among 500 IT professionals 

and security experts across multiple industries. The survey results revealed that 68% of 

organizations experienced an increase in phishing attacks; 52% of respondents reported 

incidents of malware or ransomware disguised as COVID-19-related updates or applications, 

and 41% of IT professionals admitted that their organization was not fully prepared to handle 

the sudden surge in cyber threats. The study concluded that organizations and end-users must 

remain vigilant against COVID-19-related ransomware and phishing scams. It is 

recommended that businesses implement strict cybersecurity awareness programs, improve 

email filtering, and enforce MFA to mitigate risks. Additionally, employees and consumers 

were advised to be cautious when accessing links, emails, or downloading documents that 

claim to provide pandemic-related information. By outlining these findings, the study points 
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out the urgent need for enhanced cybersecurity measures and greater awareness to protect 

against evolving cyber threats.  

COVID-19 emerged in an already complex cybersecurity landscape at the beginning 

of 2020, acting as a catalyst for digital transformation and accelerating human adaptability 

(IBM Security, 2022; Verizon, 2023). As businesses and individuals rapidly shifted to remote 

work and digital communication, phishing and ransomware attacks related to COVID-19 

surged exponentially, exploiting the heightened demand for timely information and news 

dissemination (CISA, 2021). Threat actors leveraged pandemic-related themes to deceive 

users through email scams, fraudulent websites, and malicious applications, leading to an 

increase in cyberattacks targeting both organizations and individuals. 

The digital landscape experienced an extraordinary increase in cyberattacks globally 

during the third quarter of 2024 (see Fig. 4). This period saw a notable increase in the volume 

and intensity of cyber threats that organizations encounter, highlighting the evolving tactics of 

cybercriminals and the pressing necessity for strengthened cyber defenses. In the third quarter 

of 2024, the average weekly cyberattacks per organization reached an unprecedented level of 

1,876, representing a remarkable 75% rise compared to the same timeframe in 2023 and a 

15% increase from the preceding quarter (Check Point, 2024). This increase highlights the 

growing prevalence and complexity of virtual threats. 

Impact-2: Increased Security Risk from Remote Working/Learning 

 

Businesses and schools now rely on Virtual Private Network (VPN) servers because 

many employees work from home and students learn online. Their security and access will be 

a big focus in the future (TCS Worldwide, 2023). Some people may use their personal 

computers for work-related tasks, which can pose security risks to organizations. 
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Organizations should ensure the safety and effectiveness of VPN services, given the likely 

scrutiny they will face. 

Figure 4. 

Global Cyberattacks 2021-2024 

 

Note. Adapted from Check Point Q3 2024 Report  

 

According to Alawida et al. (2022), email-based phishing threats were the most 

prevalent cause of data breaches because of the COVID-19 pandemic-induced increase in 

people working from home. In addition, a study conducted by Deloitte involving 1,500 Swiss 

residents of working age revealed that 25% had encountered an increase in 

phishing/spam/fraudulent emails since the outbreak of COVID-19 (Deloitte, 2022). Notable is 

the fact that nearly half of the respondents reported working from home due to the pandemic 

(Grampp et al., 2020).  
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Impact-3: Potential Delays in Cyber-Attack Detection and Response 

 

The operation of various security teams is likely to be affected because of the COVID-

19 epidemic, making it difficult to identify malicious activity and even harder to respond to 

(Deloitte, 2022). If security teams are not operational, updating device fixes can present a 

challenge. Organizations should examine their security defenses and consider using co-

sourcing with external experts, especially in areas where significant human risks have been 

identified. 

By leveraging external expertise, organizations can benefit from the specialized 

knowledge and resources needed to address emerging threats during this challenging time. 

Collaborating with outside security teams can provide a fresh perspective and help fill in any 

gaps in internal capabilities. In doing so, organizations can enhance their overall security 

posture and better protect themselves against cyber threats amidst the ongoing disruptions 

caused by the pandemic. 

Impact-4: Influx of Cybercriminals 

To address the effects of COVID-19, organizations worldwide are decreasing their 

personnel. Most professionals have lost their jobs due to global travel restrictions. This 

approach would undoubtedly foster the proliferation of cyber thieves, as idle people with 

Internet connections who have lost their employment due to the consequences of COVID-19 

may see this pandemic as an opportunity to make a living (Alouffi et al., 2021).  

Companies that are considering layoffs should implement proper exit strategies. These 

strategies should include providing support and resources for employees who are being let go, 

such as access to mental health services and assistance in finding new job opportunities. By 

taking care of their employees even during the difficult process of downsizing, companies can 
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help prevent them from turning to unethical means to support themselves. It is crucial for 

organizations to prioritize the well-being of their employees, even in times of crisis, to 

maintain a positive and ethical work culture. 

Impact-5: Post-COVID-19 Cyber Security Posture 

 

The COVID-19 pandemic has significantly strained the global economy, with some 

analysts predicting a recession as one of the pandemic's aftereffects (Deloitte, 2020). 

Organizations are downsizing by eliminating business divisions to reduce economic losses in 

this situation. This category also encompasses cybersecurity operations deemed to be non-

critical. It is recommended that organizations upgrade their remote working policies/practices 

when prioritizing cybersecurity during the re-strategize phase following COVID-19 

(Borkovich & Skeviri, 2022). The fight against COVID-19 is not only for business, 

employees, or clients but a collective effort from everyone.  

Reputable research organizations employ diverse methodologies to conduct 

comprehensive cybersecurity reports. Check Point Research (2025) has released its latest 

findings on cyberattack trends, revealing that cyber threats continue to escalate globally. In 

response to ongoing geopolitical conflicts, including the Russia-Ukraine war and tensions in 

the Asia-Pacific region, cyberattacks have reached unprecedented levels, with threat actors 

leveraging AI-driven malware, zero-day exploits, and cloud vulnerabilities to compromise 

organizations.  

According to the Check Point 2025 Cyber Security Report, cyberattacks increased by 

42% in 2024 compared to the previous year, with an average of 1,320 weekly attacks per 

organization worldwide. Ransomware attacks remain one of the most financially damaging 

threats, with a 60% rise in double extortion tactics. The education and research sectors 
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continue to be among the most targeted industries, while attacks on the healthcare sector 

surged by 81% annually, highlighting the persistent risks to critical infrastructure and patient 

data security (Check Point Research, 2025). Additionally, the rise of deepfake technology, 

social engineering attacks, and supply chain vulnerabilities has further complicated 

cybersecurity defense strategies. Organizations are increasingly shifting towards zero-trust 

architectures, AI-enhanced security solutions, and robust cloud security frameworks to 

mitigate evolving threats (Check Point Research, 2025). 

Hashmi et al. (2024) explored the evolving intersection of AI and information security 

by providing an in-depth survey of how AI technologies are being integrated into 

cybersecurity strategies to enhance threat detection, risk management, and response times. AI 

systems can analyze large volumes of data more efficiently than traditional methods, allowing 

for quicker identification of emerging threats. Furthermore, it is important to ensure that AI-

driven security solutions are transparent, accountable, and robust against manipulation. In 

conclusion, the article emphasizes the promise of AI to strengthen cybersecurity while 

acknowledging the need for ongoing research and careful implementation to avoid potential 

risks. 

How COVID-19 has Shifted the Cybersecurity Threat Landscape 

The COVID-19 pandemic has necessitated a transition to remote work, significantly 

increasing the number of employees working from home. Before the pandemic, only 6% of 

Chicago residents reported working full-time from home. In the spring of 2020, however, it 

was reported that 90% of full-time employees were working from home at least four days per 

week, and 62% expressed a desire to continue doing so in the future (Conway et al., 2020). 

Cybersecurity has emerged as a top priority due to the widespread transition to working from 
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home. The COVID-19 pandemic's influence on the shift to cloud computing has further 

altered the cybersecurity threat landscape. According to Alouffi et al. (2021), cloud 

computing aims to provide hosted services over the Internet that are not controlled by the 

provider. 

Transition to a Work-From-Home Environment 

We must investigate the effects of COVID-19 and the transformation of the cyber 

threat landscape. The world immediately shifted from a predominantly in-person office 

environment to a predominantly at-home workplace. Due to imminent health concerns, these 

changes were drastically accelerated, and when change is rushed, security holes are exposed 

(Pizzo, 2023). While some employees in various industries were already able to work from 

home, most cases relied on specific procedures and policies to ensure their security. In the 

event of the mass transition to a work-from-home environment, these policies and procedures, 

if they existed, did not consider the potential technological incapacity of the employees or the 

large number of employees who were subject to them (Borkovich & Skeviri, 2020). In a state 

of emergency, such as the COVID-19 pandemic, acquiring devices that could be securely 

transported home from the office was virtually impossible unless they were owned (Eiza et 

al., 2021).  

Bring Your Own Device (BYOD)—also referred to as Bring Your Own Technology 

(BYOT) or Bring Your Own Phone (BYOP)—is a workplace policy that permits employees 

to use personal devices for professional tasks (Palanisamy, 2020). A common example of 

BYOD is when an organization allows employees to access corporate email or applications on 

their personal smartphones, tablets, or laptops. While BYOD enhances workplace flexibility 



38 

 

 

and productivity, it also introduces significant cybersecurity risks, including data breaches, 

malware infections, and unauthorized access to corporate networks. 

Research by Gaff (2015) initially examined BYOD from the perspectives of 

productivity gains and organizational risk. More recent studies emphasize that BYOD policies 

can increase an organization’s exposure to cyber threats, particularly in hybrid or remote work 

environments where endpoint security is more difficult to enforce (Ogungbemi, 2024). To 

mitigate these risks, organizations must implement a comprehensive BYOD security policy, 

incorporating MFA, mobile device management (MDM) solutions, data encryption, and 

employee cybersecurity training (Rah, 2023). 

BYOD provides numerous benefits to enterprises and employees, including greater 

employee productivity, contentment, effectiveness, and cost savings to companies and IT 

departments for hardware, software, licensing, and maintenance (Del Vecchio, 2021). Remote 

working poses obstacles and exposes various social engineering cyberattacks and 

cybersecurity issues via emails, file sharing, and network access via user devices (Pizzo, 

2023). Home networks continue to be less secure than organizational internal networks, 

perhaps posing greater risks to employees already vulnerable to cyberattacks.  

The COVID-19 pandemic touched all organizations worldwide, forcing them to 

rethink and redesign new approaches to move to the new environment of remote work (Rah, 

2023). Because firms rely on information technology for business continuity and 

communication, the transition to working from home has increased its importance (Sarma, 

2022). The COVID-19 pandemic accelerated BYOD, which was already moving quickly. 

Working from home gave BYOD another vulnerability (Kashyap, 2021). Cybercriminals 

exploited the global shift to remote work during the COVID-19 pandemic, launching both 
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indiscriminate and targeted attacks. This transition exposed the lack of preparedness among 

many vendors, particularly regarding the effectiveness of their security products (Lallie et al., 

2021). The sudden, large-scale move to remote work also led to a surge in the use of digital 

technologies (Rahul De’ et al., 2020).  

Studies by Hijji and Alam (2021) and Lallie et al. (2021) demonstrate that the 

frequency and sophistication of cyberattacks increased significantly during the pandemic, 

with heightened public anxiety further exacerbating vulnerabilities. Wong et al. (2022), using 

Protection Motivation Theory, explored the impact of general cybersecurity awareness and 

cybersecurity policy knowledge on enhancing reactive capabilities within supply chain 

resilience. By surveying 200 small and medium-sized enterprises (SMEs), the study found 

that strong cybersecurity awareness and policy adherence significantly improve an 

organization’s overall cyber hygiene. These findings demonstrate the vital role of proactive 

cybersecurity measures and employee education in reducing the risk and impact of 

cyberattacks. 

Shift to Cloud-Based Computing 

Understanding malicious websites is crucial for a company’s digital security strategy, 

especially with the increasing reliance on cloud computing, which introduces new 

cybersecurity risks. Malicious websites are used for phishing, malware distribution, and data 

breaches, often leveraging cloud services to evade detection and target businesses (Jimmy, 

2024). As cloud computing continues to expand, companies must enhance their security 

frameworks to protect against web-based cyber threats. The pandemic and the rising demand 

for flexibility have driven many organizations towards cloud-based infrastructure solutions 

rather than on-premises infrastructure. Modern cyber threats, such as phishing, malware 
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distribution, and data exfiltration, are increasingly deployed through malicious websites, 

making it imperative for organizations to detect, analyze, and mitigate these threats (Alouffi et 

al., 2021). The authors conducted a thorough systematic review of the existing literature on 

cloud computing security. They identified and categorized the primary threats to cloud 

computing, such as data breaches, unauthorized access, data loss, and denial-of-service 

attacks. The authors did not focus on specific geographical regions or industries, such as small 

businesses in particular areas, like the Western United States. 

Businesses use cloud computing directly and indirectly, and if a security compromise 

occurs, a company may experience escalating and long-lasting consequences. This 

contemporary trend in IT infrastructure has been prevalent for several years, with Amazon's 

AWS and Microsoft's Azure serving as industry leaders (Pizzo, 2023). The COVID-19 

pandemic and the increasing demand for flexibility have accelerated the adoption of cloud-

based infrastructure solutions over traditional on-premises systems. This shift has both 

positive and negative security implications, but overall, cloud adoption has provided 

scalability, remote accessibility, and cost efficiency for businesses. The mass migration to 

cloud computing is expected to continue growing, with a projected compound annual growth 

rate (CAGR) of 22.59% between 2019 and 2022 (Alashhab et al., 2021). However, this rapid 

expansion also introduces new cybersecurity risks, including data breaches, 

misconfigurations, and increased attack surfaces.  

Cloud computing has rapidly evolved, attracting a diverse range of users from various 

industries, disciplines, and global regions. During the COVID-19 pandemic, cloud technology 

played a crucial role in supporting government and business operations, ensuring continuity in 

education, healthcare, industry, communication, and remote surveillance (Alouffi et al., 
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2021). According to a recent survey by Flexera (2023), 27% of business leaders reported a 

significant increase in cloud spending due to the pandemic's effects, demonstrating the 

growing reliance on cloud-based infrastructure. 

Despite its advantages, cloud computing also introduces cybersecurity vulnerabilities 

(Jimmy, 2024). Organizations that adopt cloud solutions often share data centers located 

worldwide, leading to increased risks such as data leaks, unauthorized access, and security 

misconfigurations (Shobana et al., 2022). Misconfigurations and human errors are among the 

leading causes of data breaches in cloud environments, making cybersecurity measures a top 

priority for businesses shifting to cloud-based models (Tabrizchi & Rafsanjani, 2020). 

Best Cybersecurity Practices for Small Businesses 

Before getting into cybersecurity best practices for small businesses, it is critical to 

understand the common methods used by cybercriminals to infiltrate their targets. 

Understanding these tactics will help small businesses better protect themselves from 

potential threats and vulnerabilities in their cybersecurity measures. By knowing how 

cybercriminals operate, businesses can proactively implement effective security measures to 

safeguard their data and systems. Cybersecurity professionals continue to acknowledge two 

primary classifications of cybercrime. Computer-as-a-target crimes involve attacks on 

computer systems or networks, whereas computer-as-a-tool crimes involve the use of 

computers to carry out traditional illegal acts. Computer-as-a-target crimes involve attacks on 

computer systems or networks, while computer-as-a-tool crimes involve using computers to 

facilitate traditional criminal activities. Accordingly, cybercriminals may infect computers 

with viruses first, then utilize those infected computers to spread malware over a network or 

to other workstations (Khweiled et al., 2021). Table 2 shows the most common techniques 
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used by cybercriminals, which include denial of service, man-in-the-middle attacks, malware, 

and phishing. Additionally, ransomware attacks have become increasingly common in recent 

years. 

Table 2 

 

Methods Commonly Used by Cybercriminals 

 

Method Description Reference 

Denial of Service A hacker consumes all server resources, 

so access to the service is not possible 

for system users. 

Alghamdie (2021) 

Man-in-the-Middle Where a hacker puts himself between 

the victim device and the router to 

eavesdrop on or change data packets. 

Huang et al. (2020) 

Malware Malware is a way in which victims 

come in contact with worms or viruses 

and their devices become infected. 

Edgar and Manz (2017) 

Phishing It is a method in which a hacker sends a 

seemingly legitimate email asking users 

to disclose confidential information. 

Saxena and Gayathri 

(2021) 

 

 Source: Adapted from Li & Liu (2021), see Appendix F for request for permission from the 

authors 

 

As cyberattacks become more sophisticated and pervasive, businesses and individuals 

must adopt basic cyber-hygiene practices to mitigate the risk of common cyber threats 

(Nifakos et al., 2021). Preventing cyberattacks, particularly repeated breaches, is essential for 

businesses, as a single incident can result in significant financial and reputational damage. 

While businesses implement security measures to protect sensitive data, cybercriminals 

continually exploit vulnerabilities, leading to the exposure of millions of customer records and 

financial losses reaching billions of dollars (Perwej et al., 2021). The COVID-19 pandemic 

exposed the cybersecurity weaknesses of many organizations, leading them to implement 

proactive security strategies to prepare for future threats. Lessons from the pandemic should 



43 

 

 

drive businesses to strengthen their cybersecurity frameworks by investing in employee 

training, secure network infrastructure, and robust threat detection systems.   

Small businesses should adopt proactive cybersecurity measures to minimize the 

impact of cyberattacks, including investing in a cybersecurity response team and developing a 

comprehensive incident recovery plan (Perwej et al., 2021). Research indicates that small 

businesses that enhance their cybersecurity posture are those that integrate cybersecurity 

preparedness into their daily operations. Experts recommend that small businesses implement 

key security strategies, such as conducting regular security risk assessments to identify 

vulnerabilities (Alghamdi, 2022), implementing employee training programs to mitigate 

human error and phishing threats, and keeping software and systems updated to protect 

against known exploits and vulnerabilities. 

Ncubukezi (2023) explores the vulnerabilities of small businesses to cyberattacks by 

examining both planned and unplanned threats. The study employs a qualitative research 

methodology, including interviews and case studies of small business owners and 

cybersecurity professionals, to gather insights into the nature of cyber risks faced by these 

organizations. Through this approach, the research highlights that small businesses encounter 

heightened risks due to limited resources, insufficient cybersecurity expertise, and inadequate 

preventative measures. The study differentiates between planned cyberattacks—such as those 

executed by malicious hackers with specific objectives—and unplanned attacks, which arise 

from accidental breaches or human error. Ncubukezi emphasizes that small businesses are 

particularly vulnerable to both forms of cyber threats, often leading to significant financial 

losses and damage to reputation.  
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By adopting these cybersecurity best practices, small businesses can strengthen their 

defenses, minimize financial and reputational losses, and protect sensitive customer data 

(Chidukwani et al., 2022). Given the growing frequency and sophistication of cyber threats, 

prioritizing cybersecurity is essential for safeguarding business continuity and maintaining 

customer trust. By adopting these cybersecurity best practices, small businesses can 

strengthen their defenses, minimize financial and reputational losses, and protect sensitive 

customer data (Nifakos et al., 2021). Given the growing frequency and sophistication of cyber 

threats, prioritizing cybersecurity is essential for safeguarding business continuity and 

maintaining customer trust. 

Implementing a strong password policy is the first and potentially most contentious 

step (Eiza et al., 2021). A strong password policy restricts common passwords and requires 

minimum password complexity, reducing the risk of brute-force attacks. Because a well-

structured password cannot be easily guessed, malicious actors find it significantly harder to 

exploit this vulnerability. Continuing the topic of best practices for general account security, 

activating MFA is another crucial step toward organizational security. The fundamental 

principle behind MFA is that it requires users to authenticate their identity through multiple 

factors rather than just a single password. Such authentication can be accomplished through 

SMS, email, authenticator apps, or a physical security token as a secondary verification 

method (Suleski et al., 2023). MFA strengthens an organization's cybersecurity posture by 

adding multiple layers of defense, reducing the likelihood of unauthorized access, and 

mitigating threats associated with credential theft. 

Businesses should implement employee education and awareness programs as a 

primary defense against cyberattacks on small businesses (Nguyen et al., 2023). Human 
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errors, such as mistyping an email address or failing to recognize phishing attempts, can lead 

to significant security breaches. To mitigate these risks, employees must receive extensive 

training in cybersecurity best practices and proper cyber hygiene. Studies show that 

organizations that conduct regular cybersecurity training sessions experience fewer successful 

cyberattacks compared to those that do not (Shillair et al., 2022). Training employees on 

phishing attack recognition, secure password practices, and incident escalation protocols can 

significantly strengthen an organization’s security posture (Vadlamudi & De, 2021). Given 

the rapid escalation of cybercrime, relying solely on technological solutions is insufficient; a 

comprehensive security strategy must incorporate ongoing education and human-centric 

security measures. 

Graham (2021) promotes the use of antivirus software, emphasizing that such 

programs must be configured to perform daily scans to ensure devices are protected against 

new threats. Regular scanning and updates place users in a stronger position to identify and 

mitigate cyber risks as they arise. Recent studies highlight that advanced anti-virus solutions, 

integrated with AI and machine learning, improve threat detection and response capabilities in 

real time (Vasani et al., 2023). Additionally, a combination of end-to-end encryption and 

VPNs requiring MFA is an effective method to secure company data handled by remote 

workers. This layered security approach offers greater protection than using a standard VPN 

alone. Furthermore, software and system updates, often overlooked, are essential 

cybersecurity measures.  

Research indicates that cybercriminals frequently exploit unpatched vulnerabilities, 

making timely updates a critical defense mechanism (Dissanayake et al., 2021). The COVID-

19 pandemic has intensified cybersecurity challenges by increasing the adoption of remote 
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work and bring-your-own-device (BYOD) policies. However, organizations that implement 

strict security policies, such as enforcing endpoint protection and zero-trust architecture, can 

mitigate risks associated with BYOD while maintaining operational flexibility. This 

combination of layered technical controls and clearly defined usage policies enables 

organizations to preserve the productivity gains of remote and hybrid work arrangements 

while containing the elevated risk that BYOD environments introduce. 
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Chapter Three 

Methodology 

Introduction 

The purpose of this qualitative research study was to explore cybersecurity strategies 

employed by small business leaders to protect their businesses from cyberattacks in the post-

COVID-19 environment. The study's population included small business leaders from the 

Seattle metropolitan area. This chapter contains in-depth information about research 

methodology and instrumentation. First, a summary of the research design and rationale will 

be presented. Following that, the researcher's potential biases and other ethical issues will be 

identified, along with plans for dealing with these issues. The research methodology is then 

discussed, including the process for selecting the target population, sampling procedure, 

treatment, instrumentation, quality of evidence, data collection procedures, and a data analysis 

plan. Additionally, ethical procedures, such as Institutional Review Board (IRB) 

documentation and the protection of human participants, will be discussed. Discussions about 

reliability and validity will follow, and the section concludes with a transition and summary. 

Research Design  

The qualitative study method was the most appropriate for this study, as it allowed for 

an in-depth exploration of effective strategies used by small business leaders to deter 

cyberattacks in a post-COVID-19 environment. The research question, requirements, and 

objectives suggested by Khan (2014) served as the foundation for selecting the research 

method and design for this study. The qualitative method was most appropriate as it aligns 

with the research goal of investigating strategies implemented by small business owners to 

assess computer and network security vulnerabilities and prevent security exploitations 
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(Nguyen & Carter, 2023). Small businesses, particularly in the retail and service industries 

face increased cyber threats due to limited resources and expertise, making qualitative insights 

essential for developing tailored cybersecurity strategies (Benson et al., 2024).  

Bias 

In qualitative research, the researcher is actively involved in both data collection and 

interpretation, contrasting with quantitative research, where the researcher’s role is 

minimized, and the focus shifts to the processes and data (Denzin & Lincoln, 2023). As a 

qualitative researcher, the role involves selecting participants and conducting interviews to 

gather data on the study problem (Braun & Clarke, 2023). The researcher is the instrument for 

the creation, administration, and validation of interview questions, playing an integral role in 

the research process (Pezalla et al., 2012). As the sole researcher responsible for data 

collection in this qualitative study, the researcher serves as the primary data collection 

instrument. The researcher received a master's degree in economics from Oregon State 

University in 2009 and relocated to the Seattle metropolitan area after completing his studies. 

Additionally, the researcher earned a postgraduate diploma in cybersecurity. In October 2024, 

the researcher published a paper titled Enhancing Employee Cybersecurity Awareness in 

Small Businesses in a peer-reviewed journal. Given the researcher’s background in economics 

and expertise in cybersecurity, the researcher is well-versed in the topic of cybersecurity 

measures aimed at improving protection against cyberattacks.  

The researcher had no prior experience with the small businesses in the research 

population and had never contacted the participants before this study. The researcher 

maintained an unbiased stance toward these companies, ensuring objectivity in the research 

process (Smith & Johnson, 2023). The researcher was solely responsible for creating the 
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research instrumentation and reaching out to participants to conduct the semi-structured 

interviews. Participants were provided with a phone number to contact the researcher if they 

have questions or need clarification regarding the study (Williams & Taylor, 2024). However, 

the data was collected exclusively through semi-structured face-to-face interviews or Zoom 

meetings. This method allowed for richer, more detailed insights as the researcher can engage 

directly with participants in real time, which enhanced the depth and context of the responses 

(Chen & Zhang, 2023). This approach also ensured transparency and helps minimize any 

potential biases in the data collection process. 

Using the interview protocol allowed the researcher to gain a thorough understanding 

of the research topic. The researcher conducted semi-structured face-to-face interviews or 

Zoom meetings with participants to allow them to freely explain cybersecurity issues and 

incidents in their organization. Interview protocols, according to Anderson and Johnson 

(2022), were essential when using the interview method because they guided the researcher in 

collecting consistent and reliable data. The researcher followed the interview protocol (see 

Appendix A) to ensure consistency during the interview process. During the interviews, the 

researcher encouraged the participants to speak openly and completely to ensure that their 

perspective is represented. Furthermore, the researcher remained neutral so as not to influence 

the participants' responses, which was vital for the validity of qualitative research (Martin & 

Bell, 2023). 

Sample 

The sample for this qualitative research study consisted of small business leaders in 

U.S.-based small businesses in the Seattle metropolitan area. It was anticipated that 10–15 

participants would take part in the study. However, sampling continued until data saturation 
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took place. A nonrandom sampling strategy that facilitated the deliberate selection of 

participants who have the information, experiences, and skills necessary for the study is 

known as a purposeful sample (Yin, 2018). To answer the study questions, the researcher used 

a purposeful sample as one of the most widely used sampling techniques for qualitative 

research (Chandani et al., 2017; Etikan et al., 2016); initial participants may offer contact 

information for new participants who satisfy the purposeful sampling requirements. The 

strategy for gaining access to potential participants involved applying a purposive sample of 

small business leaders selected from the list of names and email addresses provided by the US 

Small Business Administration's Western district office. As a result, the study population 

consisted of participants who meet the study's inclusion criteria and who oversee the 

cybersecurity policies inside their businesses. Using the purposive sampling method, the 

researcher did exclude participants who did not satisfy the eligibility criteria. Snowball 

sampling was used if there were not enough participants.  

Inclusion Criteria 

Before they took part in the study, participants must meet the following inclusion 

criteria: (a) have been operating in the Seattle metropolitan area for at least three years; (b) 

employed less than 500 people; (c) used technology to conduct business; and (d) participated 

in the business's cybersecurity decision-making process and may or may not have successfully 

implemented data security measures. Based on their level of familiarity and experience with 

overarching research questions, the study population was chosen (El-Masri, 2017; Malterud et 

al., 2016).  
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Exclusion Criteria 

 The study excluded small businesses that planned to move out of the metropolitan 

Seattle area. The study population was chosen based on their location within the specified 

area. Additionally, small businesses planned to expand and hire more than 500 employees 

were excluded from the study. This ensured that the research focuses on small businesses 

within a specific geographical area that were stable in size and are not undergoing significant 

changes in their operations.  

Recruitment 

From the population of small business leaders in the Seattle metropolitan region, the 

researcher used purposive sampling to select 10–15 participants for semi-structured 

interviews from the list of names and email addresses provided by the US Small Business 

Administration’s Western district office. The researcher chose the first 10-15 participants who 

met the study's selection criteria. If an adequate number of participants were not reached, 

snowball sampling would be employed to expand the participant pool. Furthermore, the 

researcher attended locally organized small business meetings in the Seattle metropolitan area 

to gain support and accreditation for the study. The researcher also explained how these local 

meetings can help build awareness of the research and strengthen ties with the small business 

community. 

To ensure that my emails do not end up in participants’ spam or junk folders, the 

researcher used a professional email address associated with my academic institution. The 

researcher crafted a clear subject line, used a personalized greeting, and included a 

professional email signature with my full name, title, contact information, and institutional 

affiliation. The researcher explained the study's purpose, how participants were chosen, and 
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how their data would be protected. This level of transparency helped participants understand 

that the email was not a scam or an attempt to access their networks with malicious intent. 

To further build trust, the attached a consent form or participant information sheet that 

outlines my credentials, details the study, and included contact information for questions or 

concerns. Additionally, the researcher attended local Small Business Development Center 

(SBDC) meetings or similar events. This not only allowed the researcher to build connections 

within the small business community but also strengthened the credibility and increased 

participants’ willingness to engage in the study. 

The four primary requirements for conducting research with human subjects are 

gaining informed consent from participants, protecting them from physical, psychological, 

social, and economic harm, safeguarding their privacy and that of the organization, and 

ensuring confidentiality (Yin, 2014). The researcher obtained permission from the IRB before 

beginning data collection. Following IRB approval (see Appendix E), the data collection 

process begins. Participants were given informed consent forms via Qualtrics to review and 

complete (see Appendix D).  

Instrumentation 

Collecting data that can provide a rich, contextual understanding of the research topic 

in qualitative designs is preferable. The instrument's questions must provide data to help 

explain the research questions and, ultimately, the research problem (Leedy & Ormrod, 2016). 

This study's instrumentation was based on a series of researcher-developed interview 

questions (see Appendix A), which were based on TLT and the NIST CSF. 

Semi-structured interview questions provided specific objectives while allowing for 

clarification and in-depth examination of standout responses. The researcher was able to 
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establish a connection with participants, creating a comfortable and open environment for 

sharing information. Semi-structured interview questions included a series of demographic 

questions as well as the interview protocol. See Appendix A for the actual interview questions 

that were asked. The demographic and semi-structured interview questions were evaluated 

using a pilot test with a sample size of two, also known as a pretest.  

The pilot test was conducted to ensure that the demographic and interview questions 

are clear, understandable, and relevant to participants. To enhance the validity of the 

questions, the interview protocol was reviewed for content and face validity through a Delphi 

approach, involving a panel of experts in cybersecurity and small business practices. This 

panel consisted of professionals and scholars in the field who could provide feedback on the 

clarity, appropriateness, and comprehensiveness of the interview questions. The use of a 

Delphi approach was preferable, as it drew on multiple expert perspectives, offering a more 

rigorous validation process compared to relying on a single reviewer, such as a university 

professor. 

Pilot Study 

A pilot study identified or refined a research question, determined which methods are 

best for pursuing it, and estimate how much time and resources was required to complete the 

larger version (Crossman, 2019). After receiving approval from the IRB, the researcher 

conducted a pilot study. Like a feasibility study, the pilot study permitted the researcher to 

execute the planned interview process, evaluate the responses and data collected, and identify 

any issues or concerns with the structure or setup (Aziz & Khan, 2020).  

The researcher conducted a pilot study with two participants from the research 

population to enhance the validity of the research questions. The researcher selected the pilot 
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study participants, but the main study would not incorporate their responses. In this pilot 

study, semi-structured interview questions were conducted for two test participants. The 

questions were asked exactly as they were written. The pilot study results were used to verify 

the quality of the interview questions. The researcher for this study used participants’ 

comments from the pilot study to update the interview questions. As a result of the pilot 

study, changes to the instrument were made to improve the organization of the information 

flow. 

Data Collection Procedures 

The research design approach that best addressed the research questions determines 

the data collection techniques (Yin, 2018). The most common sources of valuable data in 

qualitative study were participant interviews, accessible documentation, and physical artifacts 

(Nyumba et al., 2018). The researcher obtained permission from the IRB at Marywood 

University (MU) before beginning data collection (see Appendix E). Following IRB approval, 

the data collection process began. Participants were provided with a link to a secure online 

platform, Qualtrics, where they could review the full informed consent document. After 

reading the document in its entirety, participants indicated their voluntary agreement to 

participate by selecting a consent checkbox prior to proceeding with the study. The consent 

form included a thorough explanation of the study's purpose, benefits, potential risks, the 

confidentiality of participant data, the right to withdraw at any time, and other ethical 

considerations (Creswell & Creswell, 2022). The form ensured participants are fully informed 

about their participation, and they would not proceed with the study until consent was 

obtained (see Appendix D). Data collection procedure is described in Table 3. 

 



55 

 

 

Table 3.  

Data Collection and Analysis Timeline  

Data Collection and Analysis Procedure 

1. Submit the IRB proposal for review and await the IRB approval. 

2. IRB Approval Granted (see Appendix E) 

3. Upon retrieval of email addresses from SBA, informed consent forms were 

emailed, utilizing MU’s email to participants requesting their willingness to 

participate in the study. Participants were provided informed consent through 

an online form (e.g., in Google Forms or Qualtrics), where they could indicate 

their consent by checking a box that confirms they have read and agreed to the 

study's terms. 

4. Once participants agreed to take part in the study, a pilot study was conducted 

to assess the validity of interview questions. 

5. After a pilot study, invitations were emailed to potential candidates.  

6. Semi-structured face-to-face interviews or Zoom meetings were scheduled for 

a sample of interested participants and were conducted using an interview 

protocol.  

7. Data was coded, and recordings were transcribed. 

8. Member checking occurred [participants will confirm the transcripts] 

9. Follow up to provide copies of interpretations and finalize member checking.  

10. The data was analyzed via thematic analysis. 

11. Reported results and findings 
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The researcher utilized a Sony ICD-PX333 digital voice recorder to document the 

interviews. The recorded audio files were securely transferred to a password-protected storage 

device to prevent unauthorized access. To ensure confidentiality, all recorded data were 

securely stored and would be permanently deleted three years after the study's completion. 

After this period, the researcher will shred any physical documents and erase all electronic 

data using KillDisk software to ensure complete data destruction. 

After all questions were answered and the participants had no more information to 

add, the researcher ended the interviews. The researcher concluded the interview with a 

statement thanking the participants for their time and participation. The researcher transcribed 

the audio files using Google's Voice Typing function. Participants were contacted via email 

using a participant confirmation letter (see Appendix C) within one week of the transcribed 

copy of the researcher's notes to ensure that their responses are accurately captured. At that 

point, the participants would review the transcribed data from the interview.  

To ensure participant confidentiality and minimize the risk of data breaches, 

transcribed copies of interview responses were not shared via email. Instead, participants 

received access to their transcripts through a secure, encrypted file-sharing platform via 

Google Drive. Each participant received a unique, time-limited access link and a separate 

password to prevent unauthorized access. Participants would then have three business days to 

review the transcribed data from the interview and provide any necessary corrections or 

clarifications. 

Participants were informed about the importance of accessing the files through a 

secure connection and encouraged not to download or share the transcript with others. This 
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method aligned with ethical standards for data protection and complied with the IRB 

guidelines concerning digital data handling. 

Analysis of Data 

The researcher analyzed the data after all the information had been checked for 

accuracy and transcription. The benefits of semi-structured face-to-face interviews or Zoom 

meetings were much greater than the risks of bias that are recognized and dealt with during 

the research process. The main data analysis method for this study was thematic analysis. 

Mackieson et al. (2019) define thematic analysis as requiring the researcher to make 

intellectual contributions while evaluating data to identify patterns or themes. Thematic 

analysis helps researchers interpret raw data by identifying codes and themes (Yin, 2018). The 

thematic analysis involves six steps, according to Neuendorf (2018): familiarizing oneself 

with the data, generating codes for categories, scanning for themes, reviewing themes, 

defining and labeling themes, and providing a report. Microsoft Excel 

(https://www.microsoft.com) would manually code and organize the data by participant code 

and semi-structured interview questions before data analysis. Participants received unique 

codes. This study will employ Participant 1=P1 coding. Participant 1 will receive P1 

manually. Participants 2, etc., will receive P2 manually. All 11 participants will use this 

coding method. Many Excel worksheets were prepared to organize and analyze the 11 

participants' data sets. Each semi-structured interview question did have its worksheet with 

participant codes and answers. 

After each interview and participant confirmation, the audio files were transcribed 

using Google's Voice Typing function. The interviews were then reviewed, and any 

inaccuracies from the Google Voice Typing feature will be manually fixed. NVivo, a 
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computer-assisted qualitative data analysis software (CAQDAS), was used in the data 

analysis process. The NVivo software included features for automating and analyzing data 

generated by various inputs. The NVivo software did not automatically code data into themes 

but allowed the researcher to visualize the data and identify common themes (Edwards-Jones, 

2014). The coding of the themes allowed each participant's similar experiences to be 

discovered (Leedy & Ormrod, 2015). The researcher categorizes and codes key ideas in the 

responses after transcribing the interviews, and the researcher established themes from the 

interview data using NVivo software.  

The researcher then compared the findings to the theoretical framework and literature 

and identify key themes that represented the study's findings. By analyzing the data collected, 

the researcher could gain insights into the specific cybersecurity strategies small business 

leaders implement. This analysis provided a comprehensive understanding of the measures 

taken to safeguard against cyberattacks and contribute to existing knowledge in the field of 

cybersecurity for small businesses. 

Quality of Evidence 

In qualitative studies, the validity and reliability of the data collection instrument are 

crucial for minimizing bias and subjectivity. A qualitative study's validity can be 

demonstrated by another researcher who reaches the same conclusion using the same data 

collection method. To ensure the reliability of this study, it meticulously documented all 

research steps and procedures and ensured that the research methodology and design remain 

consistent throughout. According to Creswell & Creswell (2022), a qualitative study aimed to 

provide comprehensive and in-depth information about a particular occurrence. They noted 

that in qualitative research, validity, reliability, and trustworthiness metrics include some of 
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the numerous variables considered in developing the research strategy, which will be 

discussed here. 

Validity 

Elo et al. (2014) defines validity as the correctness of the findings made by the 

researcher and participants. Reliability refers to the extent to which a test or any measuring 

procedure produces the same results on repeated tests under the same conditions. To be 

considered valid, the measures of the results must be reliable. You can also cite previous 

research to bolster the validity and reliability of the findings. The researcher can use 

credibility, transferability, dependability, and confirmability to ensure that the data is 

trustworthy and free of bias. 

To obtain validity, the open-ended questions were designed to elicit behavioral 

responses from small business leaders. In addition, the researcher compared the construct 

validity of the identified themes from the data to the purpose of the study. Member checking 

was utilized to achieve internal validity. The participants inspected the temporary results for 

accuracy and confirmation of their responses. External validity measured the findings' 

generalizability concerning other studies (Yin, 2018). Purposive sampling gathered 

knowledge-rich data relevant to the study's objectives, and a sample of 10–15 participants will 

be selected from the initial sample for greater external validity.  

Reliability 

According to Pozzebon and Rodriguez (2014), reliability is the degree to which 

another researcher can duplicate and replicate the study results. According to Grossoehme 

(2014), the researcher meticulously documented all stages of data collection, analysis, and 

interpretation in a journal. The researcher used an interview protocol to ensure that each 
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question is relevant to the central research question. Participants reviewed responses to the 

semi-structured interviews to establish member verification as part of the transcription review. 

To make the results more reliable, as Yin (2018) suggested, participant-specific cybersecurity 

strategies for small businesses were looked at for methodological triangulation. The 

researcher also tested the instrument's flexibility and responsiveness to each interview 

question through a pilot study. Researchers attained reliability when they discovered that 

comparable patterns would emerge given the same data. 

Trustworthiness 

In qualitative research, trustworthiness fosters confidence and credibility in the study 

(El Hussein et al., 2015). In the research process, trustworthiness involves transferability, 

confirmability, and credibility. Transferability occurs when a researcher applies the findings 

from one study to another, assuming the results will be similar. First, the researcher encoded 

the data for confidentiality per Lancaster's recommendations (2017). The NVivo software 

allowed the researchers to code the data and connected the codes to identify themes (Pokorny 

et al., 2018). All data, both hard copy and electronic, will be retained by the researcher for 

three years; after that period, soft copy documents (encoded copies, e-copies, and cloud 

documents) will be deleted, and all hard copy documents will be destroyed. 

Second, member checking improved the truthfulness and accuracy of the collected 

data which serves as a participant validation technique in which data or results are returned to 

the participant for verification (Birt et al., 2016). To meet member checking requirements, the 

researcher transcribed the audio-recorded data collected and distributed a summary to each 

participant to review and provide feedback on data accuracy to avoid misrepresentation of the 

information collected.  
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Chapter Four 

Results  

Introduction 

This qualitative research study aimed to explore cybersecurity strategies employed by 

small business leaders to protect their businesses from cyberattacks in the post-COVID-19 

environment. After obtaining approval from the IRB, the researcher recruited participants 

from the US Small Business Administration's publicly accessible database where semi 

structured interviews were conducted with 11 small businesses in the Pacific Northwest area, 

specifically in Seattle Metropolitan Area. Using an interview protocol allowed the researcher 

to ensure consistency during the interview process. The data collection process included 

validating and triangulating data gathered via member checking. All interviews were 

transcribed verbatim and de-identified to protect participant confidentiality. De-identified 

transcripts are stored in a secure, access-controlled repository and are available upon request. 

Before beginning data collection, the demographic and semi structured interview 

questions were assessed using a pilot test with a sample size of two participants, but their 

responses were not incorporated into the main study. Following the pilot test, a few minor 

adjustments were made. Interviews were conducted in a semi structured format via Zoom, and 

Google Meet. All participants responded to every interview question to ensure consistency. 

Each small business leader’s participation in this study was voluntary. Business leaders 

expressed their willingness to participate in the study by responding with “I consent” to 

informed consent form via Qualtrics. All participants had the opportunity to ask questions 

about the research prior to the interviews. The interviews lasted an average of 30-45 minutes, 

and all participants gave their consent to an audio recording.  
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To meet member checking requirements, the researcher transcribed the audio-recorded 

data and shared it with each participant for their review and feedback on the accuracy of the 

interpretation of their responses, thus avoiding any potential misrepresentation of the 

collected information (Fields, 2022). This research employed NVivo 15, a computer-assisted 

qualitative data analysis software (CAQDAS), which was used for classifying and analyzing 

the data. The NVivo software allows the researcher to code the data and connect the codes to 

identify themes (Alam, 2020). NVivo accommodates a broader range of data formats 

compared to ATLAS and MAXQDA, including PDF files, audio files, Word documents, 

Excel spreadsheets, and others (Simpson, 2024).  

After loading the raw data into NVivo 15, the data was systematically categorized and 

organized using charts to effectively visualize the information. The data from each small 

business leader’s interview was then analyzed using a thematic analysis approach to identify 

the emerging themes and recurring patterns throughout their interviews and to establish the 

major themes to capture the insightful information.  

The use of grouping techniques helped me to spot emergent data themes NVivo 15 

streamlines the categorization of diverse data types, such as documents, PDFs, audio, and 

video, allowing for their organization into thematic groups (Simpson, 2024). Braun and 

Clarke (2021) explained that in qualitative research, NVivo 15 acts as a tool to effectively 

carry out thematic analysis by organizing data and identifying themes. The interviews 

concluded with a summary of key points highlighted by participants, followed by an 

opportunity for them to raise any specific queries through member checking. To validate the 

emergent themes, a word search query was performed in NVivo, aligning them with themes 

from participant transcripts and categorizing coded data according to these emergent themes.  
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The qualitative results from semi-structured interviews with eleven participants are 

presented in this section. A comprehensive examination of security procedures and strategic 

priorities was made possible by the participants' diverse backgrounds, which included 

business owners, IT managers, cybersecurity consultants, and senior executives. A thorough 

codebook that categorizes participant responses into major themes and sub-themes across 16 

interview questions was developed as part of the rigorous thematic approach that follows the 

six steps of Braun & Clarke's (2006) for thematic analysis. These findings set the stage for the 

discussion that follows, where their implications for theory, practice, and policy are 

thoroughly examined. Several overarching patterns emerge across the questions: the 

importance of resource constraints, the strategic elevation of cybersecurity from a technical 

function to a business imperative, and the profound reshaping of the threat landscape by 

generative AI. 

Demographic Details 

The findings reflect the diverse realities of small businesses because the 11 

participants represented a balanced cross-section of roles, industries, organization sizes, and 

experience levels. Four of the 11 participants were IT managers or directors, followed by 3 

business owners and founders, 3 cybersecurity consultants and managed service providers, 

and 1 chief technology officer. There was also a significant representation of younger 

entrepreneurs under the age of 50. The study also found that most participants were within the 

working-age range, with only a small percentage being over the age of 60. This demographic 

breakdown suggests that the study attracted a relatively young and active group of 

participants. Four small business leaders had a bachelor's degree, seven had a master's degree 



64 

 

 

(including an MBA) (see Table 4 below). Overall, the study found small business leaders' 

educational backgrounds varied, with the majority having at least a bachelor's degree.  

All 11 participants identified as male, with no female participants represented in the 

study. As discussed in the limitations section, this gender gap occurred despite active and 

deliberate recruitment efforts targeting female small business leaders and reflects the broader 

structural underrepresentation of women in cybersecurity and small business leadership roles. 

Many participants were highly educated, with 7 out of 11 holding a master's degree and 4 out 

of 11 holding a bachelor's degree. This relatively high educational attainment may partially 

explain the elevated cybersecurity awareness and strategic sophistication observed across 

participant responses and should be considered when assessing the generalizability of the 

findings to the broader small business population, where educational backgrounds vary 

considerably more widely. 

The participant pool reflected a diverse range of leadership roles. 5 out of 11 

participants identified as founders or business owners, 4 out of 11 held security-focused roles, 

and 2 out of 11 were consultants. Participants reported a broad range of experience in small 

business ownership, with majority of participants - 7 out of 11 - led organizations that had 

been in operation for between 1 and 10 years, reflecting a predominantly early-to-mid-stage 

business profile. A smaller subset of participants - 3 out of 11- reported owning a business for 

more than 20 years, suggesting the inclusion of highly experienced, long-term operators. This 

range reflects a meaningful mix of perspectives, combining insights from relatively new 

business leaders who may still be navigating early-stage challenges with those of seasoned 

business owners who have likely encountered and adapted to multiple economic cycles, 

technological changes, and evolving market conditions.  
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Table 4  

Participants’ Demographics  

Demographics Description Participants Percentage 

Age 21-30 

31-40 

41-50 

50+ 

Do not disclose 

Total 

4 

2 

2 

2 

1 

11 

37 

18 

18 

18 

9 

100 

Gender Male 

Female 

Total 

11 

0 

11 

100 

0 

100 

Highest Level of 

Education 

Bachelor’s 

Master’s 

Total 

4 

7 

11 

37 

63 

100 

Current Job Title Founder/ Owner 

Security Function 

Consultant 

Total 

5 

4 

2 

11 

45 

37 

18 

100 

Experience in years 3-5 

6-10 

10+ 

Total 

2 

4 

5 

11 

18 

37 

45 

100 

Years the Company 

in Operation  

1-10 

11-20 

20+ 

Total 

7 

1 

3 

11 

63 

9 

28 

100 

Industry Technical/ IT Consulting 

Executive Recruiting & 

Staffing 

Public Sector 

Energy Sector 

Aerospace 

Total 

7 

 

1 

1 

1 

1 

11 

64 

 

9 

9 

9 

9 

100 

Number of 

Employees 

(including owner) 

1-10 

11-20 

21-100 

101-500 

Total 

4 

3 

1 

3 

11 

37 

27 

9 

27 

100 
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This diversity of experience is particularly significant in the cybersecurity context, as 

it captures how risk perception, security investment priorities, and threat awareness evolve 

across different stages of business maturity — offering a richer and more nuanced 

understanding of how small business leaders develop, refine, and sustain their cybersecurity 

postures over time. 

The sample was heavily concentrated in the consulting sector, with 7 out of 11 

participants representing consulting firms. The remaining 4 participants were distributed 

across executive recruiting and staffing, the public sector, the energy sector, and aerospace — 

with 1 participant from each industry. While this industry diversity adds breadth to the study, 

the significant concentration of consulting professionals warrants careful consideration when 

interpreting the findings, as consulting firms may possess higher-than-average cybersecurity 

awareness and more formalized security practices compared to small businesses in other 

sectors. 

Taken together, the demographic profile reveals a sample that is uniformly male, 

relatively young, highly educated, and predominantly drawn from the consulting industry. 

While these characteristics introduce limitations around generalizability — particularly 

regarding gender representation, industry diversity, and the elevated cybersecurity maturity 

likely associated with consulting professionals — they also reflect the real-world composition 

of cybersecurity-engaged small business leaders who were accessible and willing to 

participate. These demographic patterns should be transparently acknowledged when 

interpreting the findings and considered carefully in the context of future research designed to 

achieve broader and more representative sampling across gender, industry, and organizational 

size. 
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At the same time, a notable gender disparity was observed in the participant pool, as 

no female small business leaders were included in the study. This absence is significant and 

should be carefully considered when interpreting the findings. Active efforts were made 

during the recruitment process to include female participants. Specifically, female small 

business leaders were directly contacted and personally encouraged to participate, with 

explicit acknowledgment that their perspectives and experiences are especially critical and 

valuable. To further accommodate their schedules and reduce barriers to participation, an 

extended deadline was granted beyond the standard response window. Despite these 

deliberate and targeted outreach efforts, no women who met the study's eligibility criteria 

ultimately volunteered or completed the recruitment process. 

Although the field of cybersecurity has historically been male dominated (Asiry, 

2024), excluding female perspectives limits the diversity of experiences and viewpoints 

captured in the research. This gender disparity is rooted in systemic barriers, including limited 

STEM exposure for girls in early education (Merayo & Ayuso, 2022), biased recruitment 

practices that unintentionally discourage female applicants as job postings often use language 

that is coded as masculine (Moghaddam et al., 2021), and organizational cultures within the 

cybersecurity industry that often feel unwelcoming to women (Montañez et al., 2020). Future 

research should prioritize deliberate recruitment strategies to ensure greater gender 

representation and a more comprehensive understanding of the cybersecurity challenges faced 

by small business leaders across diverse demographics. 

Thematic Analysis 

The results of the thematic analysis indicated the presence of 9 major themes that 

collectively describe how small business leaders approach cybersecurity in the post-COVID-
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19 environment. These themes capture perspectives across strategy, operations, human 

factors, and emerging risks. Table 5 presents the themes that emerged in relation to the 

corresponding interview questions. The findings indicate a consistent pattern across 

participants, highlighting both common challenges and shared priorities in small business 

cybersecurity. The findings also highlighted challenges related to resource and expertise 

constraints, which often limit cybersecurity investments and capabilities. 

Once no new information was obtained from additional participants, I concluded that 

data saturation had been reached. Saturation was determined through an ongoing process of 

thematic monitoring conducted concurrently with data collection, whereby newly generated 

codes and emerging themes were systematically compared to those identified in all preceding 

interviews after each session. This study experienced data saturation at the eighth interview, at 

which point no new codes emerged from the data and all themes and subthemes had already 

been established in prior interviews. The three interviews conducted beyond that point served 

solely to confirm and reinforce the stability of the identified themes, providing additional 

confidence in the robustness and transferability of the findings. 

Following the identification of these themes, each is presented and described to 

provide deeper insight into how small businesses conceptualize and implement cybersecurity 

practices. Due to the large volume of participant responses and codes generated during the 

analysis, this study focuses on the major themes that emerged most prominently across 

participant interviews. Consistent with the purpose of Chapter 4, the findings are presented 

through thematic analysis and supported by representative participant quotations under each 

theme. Chapter 5 explores the alignment of the study's findings with the theoretical 
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frameworks, discusses the significance and implications of the results, and offers 

recommendations for practice, policy, and future research. 

Table 5  

Major Themes Identified Through Thematic Analysis 

Interview 

Question 

Themes 
Major Themes 

8 1 Foundational Importance of Cybersecurity 

9 2 Core Cybersecurity Strategies 

10 3 Resource & Expertise Constraints 

12 4 Role of Written Cybersecurity Policies 

13 5 Securing the Distributed Workforce 

14-15, 18 
6 Policy Communication, Enforcement and Leadership 

Role 

16-17 7 Training Modalities & Effectiveness 

19-20 8 Recovery Planning and Role of Cyber Insurance 

11, 21-23 
9 Key Emerging Threats & Strategic Advice for Small 

Business Leaders 

Theme 1: Foundational Importance of Cybersecurity 

Across all interviews, cybersecurity was consistently highlighted as a critical need for 

businesses, especially in sectors handling sensitive data, such as healthcare, finance, and 

government contracts. Ten participants mentioned operational criticality in which the 

participants referred to the widening attack surface because of remote work, and the increased 

susceptibility of small businesses. Participants emphasized that cybersecurity has become an 

operational necessity rather than an optional investment, particularly in the post-COVID-19 
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environment. One participant explained that the rapid adoption of cloud services, remote 

work, and SaaS platforms has significantly expanded the attack surface, exposing small 

businesses to risks that were previously more common among larger enterprises. As noted, 

“Cybersecurity is no longer optional — it is operationally critical. Post-COVID accelerated 

cloud adoption, remote work, SaaS reliance, and digital workflows. This significantly 

expanded the attack surface. Small businesses are now exposed to risks that previously mainly 

impacted larger enterprises” (P09). 

This heightened exposure has also made small businesses increasingly attractive 

targets for cybercriminals. Another participant highlighted that attackers deliberately focus on 

smaller firms due to their typically weaker security posture, stating,  

Nowadays attackers are really targeting small business because they know that they 

don't normally implement a good cyber program. So having that in place will help to 

mitigate any cyber attackers if you're a victim of a cyberattack, you lose so much 

money (P02).  

Together, these perspectives underscore a critical shift: small businesses are no longer 

peripheral targets but central players in the evolving threat landscape, requiring deliberate and 

proactive cybersecurity strategies to mitigate growing risks.  

Participants acknowledged that while cybersecurity is universally important, the level 

of protection implemented often depends on organizational resources, particularly budget and 

size. One participant noted that without even a baseline level of protection, businesses become 

easy targets for attackers, emphasizing that investment in cybersecurity varies based on what 

organizations are willing and able to allocate. As P01 explained,  
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If you don't, then you are basically very easily targeted… you need to have at least 

some level of protection. Some organizations aim for a high level of security, while 

others do less, depending on their size and how much they are willing to invest. 

This resource-dependent approach is further complicated by structural changes in the 

modern work environment. One participant observed that the shift to remote and hybrid work 

has effectively dissolved traditional network perimeters, placing critical organizational data in 

decentralized and more vulnerable environments. As noted, “In the post-COVID-19 

landscape… the transition to ‘work from anywhere’ has dissolved the traditional network 

perimeter, moving the ‘crown jewels’ into a more exposed environment” (P11). 

At the same time, participants emphasized a broader strategic shift in how 

cybersecurity is perceived. Rather than being viewed solely as a defensive IT cost, it is 

increasingly recognized as a business enabler. One participant highlighted this evolution, 

stating, “Cybersecurity is a strategic function for organizations of all sizes… it is no longer 

just about risk reduction—it has become a critical driver of business enablement” (P03). 

Together, these insights illustrate a dual reality: while cybersecurity is now a 

foundational business requirement, the ability to implement robust protections remains closely 

tied to available resources, making strategic prioritization essential for small businesses 

operating in an increasingly decentralized threat landscape. 

Theme 2: Core Cybersecurity Strategies 

Respondents identified a set of critical security controls that together form a multi-

layered defense framework essential for protecting small businesses. Among these, MFA 

emerged as the most widely emphasized control, mentioned by half of the participants. One 

participant highlighted its importance by noting that the absence of MFA across platforms 
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significantly increases the attack surface, stating, “you run into a lot of issues when you have 

local accounts or every single platform with no MFA… your attack surface unnecessarily rose 

significantly higher” (P08). Another participant reinforced this point more precisely, 

recommending “MFA everywhere (email, VPN, SaaS, admin accounts)” (P09). 

Strong password practices were also identified as foundational control. Participants 

stressed the importance of complexity and length, with one recommending passwords of at 

least 15 characters incorporating upper- and lower-case letters, numbers, and special 

characters to strengthen overall account security (P01). Beyond these baseline controls, 

participants emphasized the value of adopting broader security frameworks such as zero-trust 

architecture. One participant noted that zero trust can be particularly effective for small 

organizations when properly implemented, especially when combined with identity-based 

controls like MFA (P03). This reflects a shift toward continuously verifying access rather than 

relying on traditional perimeter-based defenses. 

Ongoing monitoring and system visibility were also highlighted as essential practices. 

One participant stressed the importance of continuously reviewing systems and maintaining 

awareness through monitoring and regular internal discussions revolving around cybersecurity 

posture (P02). Complementing this, another participant emphasized the role of detection and 

response capabilities, noting that even basic monitoring solutions—such as a SIEM or 

managed detection service—can enable early identification of threats and prevent prolonged 

undetected breaches. The same participant underscored the importance of preparedness, 

stating that having an incident response plan in place before an event occurs is critical to 

avoiding confusion and delays during a crisis (P10). Overall, the findings underscore that 

effective cybersecurity for small businesses relies on layered controls that combine identity 
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protection, strong authentication practices, continuous monitoring, and proactive incident 

response planning. 

Theme 3: Resource & Expertise Constraints 

There was broad agreement that resource constraints represent the most significant 

barrier. Decisions around whether to outsource cybersecurity functions, along with concerns 

about cost and available expertise, were among the most frequently debated issues. Seven 

participants identified cost and limited resources as the primary challenge for small 

businesses, while six participants emphasized that a lack of cybersecurity expertise is also a 

major constraint. The majority of participants (60%) identified cost as the primary obstacle. 

Participants emphasized that securing stakeholder buy-in remains particularly challenging, as 

decision-makers often focus on immediate financial implications rather than long-term risk. 

As one participant explained,  

For a small business, the challenges are, first, getting the stakeholder. When you talk 

to them and say you need cybersecurity protections, they often ask why, because they 

are focused on the dollar amount and don’t always recognize the risk involved (P01). 

In addition to cost, resource limitations were consistently highlighted. Participants 

noted that small businesses struggle not only with financial constraints but also with limited 

personnel and capacity to effectively manage cybersecurity. One participant summarized this 

challenge, stating, “Cost is one of the main issues, but resources overall are also a challenge. 

Small businesses often don’t have the people or the capacity to manage everything that is 

required for cybersecurity” (P02). Several participants also stressed the consequences of 

underinvestment, emphasizing the importance of framing cybersecurity in terms of business 

risk. As one participant noted, “If you don’t invest, for example, $10,000 now, a breach could 



74 

 

 

cost you much more later. It’s about helping stakeholders understand the potential financial 

impact and whether they are willing to take that risk” (P01). 

P5 identified budget constraints and a lack of internal expertise as the most prominent 

obstacles. Another participant expanded on this perspective by highlighting broader 

workforce challenges, noting, “For small businesses, the primary hurdles are financial 

constraints and the global talent shortage, which make it difficult to afford and retain 

specialized staff” (P11). The discussion around maintaining an in-house team versus 

outsourcing cybersecurity functions revealed differing perspectives; however, 64% of 

respondents favored a hybrid approach (see Fig. 5). Participants suggested that combining 

internal oversight with external expertise provides a more practical solution. As one 

participant stated, “I think the hybrid solution is the best right now, especially as 

organizations are still trying to determine the most effective approach” (P02). Another 

participant reinforced this view by emphasizing both the limitations of a fully in-house model 

and the benefits of outsourcing. As noted, “For most small businesses, a fully in-house team 

isn’t realistic. Outsourcing provides access to expertise and tools that would otherwise be 

unaffordable” (P10). 

Participants emphasized the need for systematic approaches to address cybersecurity 

challenges. Several highlighted education as a foundational element, noting that a lack of 

awareness often leads to underinvestment and increased long-term risk. As one participant 

explained, “The biggest challenge is education… if you don’t invest now, you’ll pay later in 

the event of a breach. You also risk losing customer trust, which is difficult to recover” (P08). 

Others proposed structured, continuous improvement methodologies to strengthen 

cybersecurity practices. One participant recommended adopting a cyclical framework, stating, 



75 

 

 

“You can apply the Plan-Do-Check-Act (PDCA) cycle to cybersecurity strategy. It begins 

with assessing what needs to be done, whether through self-assessment or external 

evaluation” (P05). 

Figure 5 

Recommendation for in-house cybersecurity team vs outsourcing 

 

In addition, participants suggested broader structural solutions to improve 

cybersecurity adoption among small businesses. One participant advocated for integrating 

cybersecurity into regulatory processes, noting, “Municipalities issuing business licenses 

could include cybersecurity as part of their compliance checklist. Business owners should also 

have access to partners or resources to guide them” (P08). 

Theme 4: Role of Written Cybersecurity Policies 

Many participants agreed that while written cybersecurity policies provide essential 

structure and consistency, their effectiveness ultimately depends on enforcement and 

contextual relevance. Policies alone are insufficient unless they are actively integrated into 

organizational practices and aligned with business needs. Participants described policies as 

64%
18%

18%

Hybrid or Depending on situations In-house Outsource
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foundational tools that guide organizational behavior. One participant noted, “Policies serve 

as documentation that outlines how things should be done and help employees understand 

expectations and appropriate actions” (P02). Another emphasized their governance role, 

stating, “Policies create structure, consistency, and accountability by defining expectations 

and response processes” (P09). Participants also highlighted the practical value of 

documented procedures, particularly for incident response and preparedness, noting that 

clearly defined actions improve an organization’s ability to respond effectively to adverse 

events (P05). 

For companies with 20 or less employees, written policies were viewed with notable 

skepticism regarding their practical value for very small operations. One participant argued 

that most small business policy work amounts to little more than checkbox compliance: “They 

just buy a template, they fill it in and they go, we have a policy and it doesn't do anything for 

them” (P03). This participant acknowledged, however, that policies can serve legitimate 

purposes — building customer trust and creating genuine contextual awareness of risk — 

when developed thoughtfully rather than treated as a documentation formality. Another 

participant suggested that experiential training delivers more practical value than written 

documentation for very small operations (P07), while a third offered a more affirmative view, 

noting that even simple policies meaningfully improve decision-making and risk reduction by 

establishing structure, consistency, and accountability (P09). 

Among participants from the largest organizations in the sample — those with 100 to 

500 employees — policies were viewed as necessary but fundamentally insufficient without 

robust technical enforcement mechanisms. One participant challenged the assumption that 

written policies reliably change behavior: “Your policy is only as good as your ability to 
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enforce it, to monitor it, if people are actually following it” (P08), illustrating this point with 

an analogy comparing unenforceable policies to speed limits without traffic enforcement. 

Participants from larger organizations also emphasized the regulatory and accountability 

dimensions of written policies, with one noting their critical role in demonstrating due 

diligence to regulators, insurers, and customers following a breach (P10). The most expansive 

view came from a participant who described written policies as the operational mechanism 

through which abstract frameworks such as Zero Trust are translated into enforceable human 

behavior across a distributed workforce, ultimately transforming security from a series of 

disconnected tools into a cohesive organizational culture (P11). 

Participants underscored the gap between policy creation and enforcement. One 

participant remarked, “Anyone can write a policy, but without enforcement, it becomes 

ineffective and can easily be ignored” (P08). Similarly, another participant noted that while 

policies may provide a level of protection, they do not eliminate risk unless supported by 

enforcement mechanisms and accountability structures (P08). Participants further emphasized 

that policies should be embedded within broader strategic planning, including risk tolerance 

and long-term organizational objectives, to ensure meaningful impact (P05). 

Participants highlighted that policies must go beyond documentation to foster 

understanding and behavioral change. One participant observed, “Policies are only valuable if 

they create contextual awareness and help organizations address the risks that matter most” 

(P03). Another participant suggested that, particularly for small businesses, training and 

awareness initiatives may be more effective than formal documentation alone in promoting 

security-conscious behavior (P07). Additionally, participants stressed that cybersecurity risks 
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vary across organizations, and policies must be tailored accordingly to avoid ineffective or 

misaligned investments (P05). 

Overall, participants agreed that while policies serve as essential blueprints, their value 

depends on enforcement, operational integration, and contextual relevance. Effective 

cybersecurity policies are not merely documents but part of a broader framework that 

combines structure, accountability, strategic alignment, and organizational awareness to 

support meaningful risk mitigation. 

Theme 5: Securing the Distributed Workforce 

The expansion of remote work and BYOD practices has significantly widened the 

organizational attack surface. As a result, participants consistently advocated a transition from 

traditional perimeter-based security toward identity-centric and zero-trust frameworks, where 

access control follows the user and the data rather than the network boundary. Participants 

emphasized that BYOD introduces substantial and often unavoidable security challenges. 

Personal devices, frequently connected to unsecured networks, create exposure points that 

organizations struggle to monitor and control. As one participant observed, “remote 

work…using your own device…presents a lot of…security issues…different Wi-Fi…can 

allow for attackers to target those areas” (P02). This concern is compounded by limited 

organizational authority over privately owned devices, with another noting that “BYOD is 

particularly tricky because the organization has limited ability to enforce security standards” 

(P10). 

Participants across all industries acknowledged that remote work and BYOD 

arrangements significantly expand the attack surface for small businesses, but their concerns, 

proposed solutions, and tolerance for BYOD risk varied considerably by industry. Among IT 



79 

 

 

and cybersecurity consulting participants, perspectives ranged from pragmatic acceptance to 

structured technical mitigation, reflecting the tension between what is theoretically ideal and 

what is operationally realistic for very small businesses. One participant offered a candid 

acknowledgment of small business limitations, arguing that BYOD is an unavoidable reality 

that small businesses largely must accept while offsetting exposure through well-designed 

cloud environments: “For small businesses, personal devices are a way of life... I don't know 

any good strategy for a small business on how you manage that risk. I think you largely have 

to accept it” (P03). Other IT consulting participants were more prescriptive, recommending 

layered technical controls including VPN, MFA, log auditing, and device segmentation (P01; 

P02), while the most technically sophisticated response advocated for Zero Trust Network 

Access combined with endpoint detection and response as the definitive architectural solution: 

“With Zero Trust network access, we can control the accessibility between the employees and 

the device to the company's data center or SaaS application” (P04). 

The healthcare IT participant offered the most technically advanced solution of all, 

advocating for virtual desktop infrastructure as the optimal approach to eliminating BYOD 

risk entirely: “I have a thin client at home that is read only. I can't write to the device and 

from there all I'm able to do is access my virtual desktop that runs in Azure” (P08). This 

participant explained that virtual desktops are destroyed and reimaged nightly, creating a 

near-impenetrable barrier between personal device threats and organizational data, while 

reducing costs through consolidated licensing and simplified management. Notably, this 

participant attributed the sophistication of this approach directly to healthcare's regulatory 

environment and HIPAA compliance obligations — suggesting that regulatory pressure is a 
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significant driver of BYOD mitigation maturity in ways that extend well beyond general 

cybersecurity awareness. 

The energy sector participant described BYOD as particularly challenging due to the 

organization's limited ability to enforce security standards on personal devices, 

recommending a comprehensive policy-and-control hybrid combining VPN, MFA, mobile 

device management, and containerization to separate work and personal data (P10). The 

public sector participant offered the most governance-oriented framing, arguing that 

businesses must shift from physical perimeter-based security toward identity-centric models 

that protect data regardless of device or location: “Ensuring that the crown jewels remain 

protected by a security perimeter that follows the data, rather than one tied to a physical 

office” (P11). 

The discussion also highlighted the practical realities faced by smaller organizations, 

where BYOD is often not optional but necessary due to resource constraints. In such contexts, 

reliance on employee practices becomes inevitable, reinforcing the human factor in security 

risk. Participants further underscored the compounded risks of credential reuse, data leakage, 

and unauthorized access stemming from the convergence of personal and professional use. As 

one participant metaphorically framed it, investing heavily in securing enterprise 

infrastructure is undermined if “a personal device…with none of that security [is given] 

access to all of the crown jewels” (P05). This reflects a broader concern that BYOD can 

effectively bypass otherwise robust security architectures. 

To mitigate these risks, participants identified a suite of foundational security controls. 

These include the use of secure virtual private networks (VPNs), MFA, endpoint registration, 

logging, and encryption. One participant summarized that “best practice…[includes] 
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VPN…strong VPN…[and] multi factor authentication…[along with] 

verifying…communication…and auditing” (P01). Such measures represent the baseline for 

securing remote access in distributed environments. 

However, participants also stressed that these controls must evolve beyond broad 

network-level access. Instead, there is a growing emphasis on granular, identity-driven 

security mechanisms. Strategies such as mobile application management (MAM), 

containerization, and conditional access policies were highlighted as critical for isolating 

corporate data and verifying device integrity prior to granting access. As one participant 

explained, organizations should “move away from broad network access toward identity-

centric security…ensuring that the ‘crown jewels’ remain protected by a security perimeter 

that follows the data” (P11). This reflects a shift toward contextual and continuous 

verification models aligned with zero-trust principles. Beyond baseline controls, participants 

advocated for more transformative approaches to remote access security. A notable trend is 

the declining reliance on traditional VPN architectures in favor of zero-trust network access 

(ZTNA) solutions. As one participant stated, they were “less of a fan of…classic VPN…[and] 

much more interested in a zero-trust model” (P03), highlighting the perceived limitations of 

legacy approaches. 

Virtual desktop infrastructure (VDI) and application virtualization were also strongly 

endorsed. These solutions centralize computing resources and minimize endpoint risk by 

restricting data storage and processing to controlled environments. One participant described 

using a thin client that only accesses a cloud-hosted virtual desktop, noting that such systems 

are regularly reimaged, making it “very hard for malware to survive” (P08). Similarly, 

application virtualization was praised for its efficiency and security benefits, allowing 
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organizations to maintain a single, centrally managed application instance rather than 

distributing software across multiple endpoints. 

In contrast to BYOD, some participants proposed more traditional but effective 

alternatives, such as issuing company-owned and managed devices. Notably, this perspective 

came from a participant leading a small technical consulting firm of fewer than 20 employees 

— an organizational context where the cost of provisioning dedicated work devices remains 

feasible while the security risks of BYOD are sufficiently tangible to justify the investment. 

As this participant noted, “a cheaper solution…is to provide devices…[and] not allow 

personal devices for business transactions” (P06). This finding suggests that for small 

businesses in technically oriented industries with sufficient staff to warrant device 

management overhead, company-owned device provisioning may represent a more practical 

and enforceable alternative to BYOD risk mitigation strategies that rely heavily on employee 

compliance and behavioral controls. This approach reduces variability and enhances 

enforceability of security policies, albeit with higher upfront costs. 

Overall, there was strong consensus that the evolving nature of work necessitates a 

paradigm shift in cybersecurity strategy. Traditional perimeter defenses are increasingly 

inadequate in environments characterized by mobility, cloud adoption, and device 

heterogeneity. Instead, participants emphasized the importance of adopting identity-centric, 

zero-trust approaches supported by advanced technologies such as conditional access, 

virtualization, and centralized control mechanisms. Ultimately, effective security in remote 

and BYOD contexts depends on repositioning protections around users, devices, and data—

rather than fixed network boundaries. 
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Theme 6: Policy Communication, Enforcement and Leadership Role 

Participants consistently emphasized that policy communication must be ongoing, 

accessible, and practical, rather than episodic or overly formalized. One participant 

highlighted that “communication has to be ongoing—not just a one-time email…leadership 

needs to reinforce it…[and] consequences…need to be real” (P10), underscoring the 

importance of sustained reinforcement and accountability. This aligns with the broader view 

that policies are only effective when they are actively integrated into daily organizational 

discourse. 

Simplicity and relevance were also identified as critical success factors. As noted, 

policies should be “simple, practical, repeated, [and] leadership-endorsed,” ensuring they 

remain actionable and visible to employees (P09). Participants stressed that lengthy, complex 

documents are rarely engaged with in practice; instead, policies must be distilled into 

digestible and role-relevant formats. One participant observed that “nobody reads a 50-page 

policy document—simplify it and make it digestible” (P10). 

In addition, modern communication strategies were seen as enhancing engagement 

and retention. Techniques such as micro-learning, simulated phishing exercises, and real-time 

feedback mechanisms were recommended as more effective alternatives to traditional, 

infrequent training sessions. Verbal reinforcement, alongside written documentation, was also 

highlighted as a means of improving retention, particularly when combined with practical 

“do’s and don’ts” guidance embedded into everyday workflows (P02). 

A central theme across the data was that policy enforcement should not rely solely on 

human behavior but must instead be operationalized through technological mechanisms. 

Participants emphasized the value of integrating policies directly into the IT environment, 



84 

 

 

thereby transforming them from abstract guidelines into enforceable controls. As one 

participant explained, enforcement is most effective when “integrated directly into the 

technology stack…[so] the policy becomes a functional reality rather than just a suggestion” 

(P11). 

Automated enforcement mechanisms—such as conditional access controls, automated 

policy engines, and security monitoring systems—were widely endorsed. These tools can 

proactively block or restrict access when predefined conditions (e.g., lack of multi-factor 

authentication or unpatched devices) are not met, effectively creating “guardrails” that ensure 

compliance without constant manual oversight. Advanced monitoring capabilities, including 

data loss prevention, packet analysis, and SIEM integration, were also identified as essential 

for detecting anomalies such as unauthorized data sharing or exfiltration (P06). 

Participants further stressed the importance of embedding enforcement into routine 

workflows. For instance, real-time prompts or alerts—such as warnings when sending 

potentially sensitive information—can act as immediate corrective interventions (P07). 

Additionally, foundational security principles such as role-based access control (RBAC) and 

segregation of duties were highlighted as critical for limiting excessive privileges and 

reducing the risk of internal misuse (P01). 

While technical controls are essential, participants underscored that policies must be 

grounded in clear documentation, visibility, and organizational accountability. Policies should 

be formally documented, easily accessible, and explicitly communicated to all employees. As 

one participant noted, simply agreeing on policies at the managerial level is insufficient; 

“employees have to be informed” and know where to find them (P05). 
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Participants emphasized that employees should feel comfortable reporting mistakes or 

security incidents without fear of disproportionate punishment. One participant argued that 

fostering such an environment is “way more valuable than…a set training security awareness 

course,” particularly in smaller organizations (P03). This perspective reflects a shift toward 

viewing employees not merely as risks, but as active contributors to organizational security. 

At the same time, accountability mechanisms—including disciplinary actions—were 

recognized as necessary to reinforce policy adherence. The combination of clear expectations, 

consistent communication, and enforceable consequences was seen as critical for ensuring 

that policies are not only understood but also followed in practice (P10). 

The findings further underscore the critical role of psychological safety and positive 

reinforcement in fostering effective security behaviors. Participants converged on the view 

that employees must feel comfortable in reporting incidents, with leadership playing an active 

role in shaping a blame-free, trust-based culture. Participants consistently emphasized that 

removing blame and normalizing incident reporting are foundational to organizational 

security. As one participant concisely stated, “remove blame, normalize reporting, reward 

transparency…[employees should see] reporting as part of protecting the business, not 

admitting failure” (P09). This framing repositions reporting from an act of confession to one 

of responsibility and contribution. 

Leadership tone was identified as the decisive factor in enabling—or inhibiting—such 

behaviors. One participant noted that when employees fear punishment, “they're not going to 

report it…they're going to hide it. And hidden incidents are way more dangerous than 

reported ones” (P10). This highlights a critical risk dynamic: unreported incidents can escalate 

undetected, amplifying organizational exposure. To mitigate this, participants stressed the 
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importance of explicitly communicating that mistakes are expected, and that the 

organizational priority is remediation rather than blame. Mechanisms such as anonymized 

reporting channels were also suggested to lower psychological barriers to disclosure. 

More broadly, participants linked cybersecurity behavior to general organizational 

culture. Effective environments were described as those where failure is treated as a learning 

opportunity rather than a liability. As one participant explained, “when failure…[and] lessons 

learned…are rewarded [employees are] much more likely to report security problems” (P03). 

Similarly, fostering a culture of “safe risk-taking” was seen as essential; without it, employees 

may conceal errors due to fear of shame or punitive consequences, thereby increasing overall 

risk (P07). These insights reinforce that cybersecurity resilience is deeply intertwined with 

broader leadership practices and cultural norms. 

Participants highlighted the importance of positive reinforcement mechanisms that 

actively encourage secure behaviors. Rather than penalizing mistakes, several participants 

described how they personally encouraged their own organizations to recognize and reward 

employees for proactive security actions, such as reporting phishing attempts, flagging 

suspicious activity, and promptly disclosing potential vulnerabilities. These participant-

leaders emphasized that shifting from a punitive to a recognition-based approach helped foster 

greater employee engagement with cybersecurity practices and reduced the reluctance 

employees often feel when reporting errors or near-miss incidents. One participant described a 

simple yet effective strategy: employees who reported suspicious emails received small 

tokens of appreciation, reinforcing their role in the security process and encouraging 

continued vigilance (P05). 
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Training approaches were also discussed in this context, with strong caution against 

punitive models. Simulated phishing exercises, while valuable, can be counterproductive if 

framed as tests with negative consequences. As one participant explained, when training is 

punitive, “they're not going to report other cybersecurity incidents,” whereas supportive 

approaches that make employees feel valued lead to greater engagement and transparency 

(P03). This reflects a broader pedagogical shift from compliance-driven training to behavioral 

reinforcement and participatory learning. 

Participants further emphasized that fostering a blame-free culture requires reframing 

security as a shared organizational responsibility. One respondent noted the need to move 

from a punitive mindset to “collective vigilance,” where employees are recognized as a 

critical “human firewall” against increasingly sophisticated threats (P11). In this model, 

accountability remains important, but it is balanced with encouragement, recognition, and 

continuous learning. 

A central concern raised by participants was the disconnect that can arise when 

leadership operates outside the constraints imposed on the broader workforce. Such 

inconsistencies were viewed as highly detrimental to policy legitimacy and organizational 

trust. As one participant observed, leaders “have to practice what they preach,” noting that 

policy exceptions for executives—such as bypassing standard device or access controls—

undermine the shared security framework and signal that compliance is negotiable (P05). This 

perceived double standard not only weakens enforcement but also erodes employee 

motivation to adhere to policies. 

Closely related to this is the expectation that leaders act as visible role models. 

Participants stressed that effective leadership extends beyond enforcement to demonstration, 
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with one noting that leaders should “be a good example…[not] just enforce something” (P01). 

This visibility reinforces norms and communicates that security practices are both necessary 

and universally applicable. The principle that no individual is exempt from policy was 

repeatedly underscored. Participants pointed to common scenarios in which senior executives 

receive preferential treatment—such as using personal devices or requesting tailored 

configurations—as illustrative of systemic risk. As one participant stated, “no one is above 

policy,” emphasizing that such exceptions compromise both security posture and 

organizational fairness (P08). 

Participants highlighted that leadership engagement must be active rather than 

symbolic, particularly in the context of evolving security paradigms such as zero-trust. One 

participant explained that when executives visibly adhere to the same controls—such as 

consistently using MFA and participating in security exercises—they help normalize these 

practices and reduce resistance among employees. In doing so, leadership reframes security 

from a technical imposition to a shared organizational value, embedded within everyday 

operations (P11). 

Participants emphasized that leadership behavior has a cascading effect on 

organizational norms. As one participant noted, when leaders bypass controls for 

convenience, “that message trickles down fast,” whereas visible adherence signals that 

policies are non-negotiable (P10). This reinforces the idea that leadership actions serve as 

informal but powerful communication mechanisms, shaping employee attitudes toward 

compliance. Leadership visibility must extend beyond passive adherence to active advocacy. 

Participants stressed that leaders should regularly communicate about cybersecurity in 

meetings and organizational messaging, thereby maintaining its salience and reinforcing its 
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importance across all levels of the organization (P10). This consistent presence helps integrate 

security into everyday business discourse rather than isolating it as a technical concern. 

A key insight from the data is the necessity of reframing cybersecurity as a strategic 

business priority rather than an isolated IT function. As one participant explained, 

organizations take security more seriously when it is positioned as a leadership issue, not 

merely a technical one (P10). This reframing elevates cybersecurity to the level of 

organizational governance and risk management, aligning it with broader business objectives. 

Closely linked to this is the role of leadership in resource allocation and prioritization. 

Participants pointed out that without executive buy-in, cybersecurity initiatives are unlikely to 

receive sufficient funding or organizational support. As one participant precisely stated, if 

leadership does not recognize its value, “they're not going to promote it…[or] fund it” (P08). 

This underscores that effective security implementation is contingent not only on technical 

capability but also on strategic commitment from senior decision-makers. 

In addition to strategic oversight, participants highlighted the importance of leaders 

demonstrating practical cyber hygiene behaviors. Simple, visible actions—such as refusing to 

share passwords or carefully verifying identities—serve as tangible examples that employees 

can emulate. As one participant noted, leaders should actively share their own practices, 

reinforcing expected behaviors through everyday actions (P06). 

Furthermore, participants emphasized the value of recognition and positive 

reinforcement at the organizational level. Leadership can strengthen security culture by 

celebrating “security champions”—employees who identify and report vulnerabilities or 

contribute to safer practices. As noted, making security a recurring agenda item in leadership 

discussions and visibly rewarding such contributions signals that cybersecurity is both valued 
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and integral to organizational success (P11). The word cloud further reinforces the 

interdependent relationship between policy, employees, and training in strengthening 

organizational data protection (see Fig. 6). It illustrates that effective cybersecurity is not 

achieved through isolated measures, but through the alignment of structured policies, 

informed employees, and continuous training. Together, these elements create a cohesive 

security posture in which policies provide direction, training builds awareness, and employees 

actively contribute to safeguarding organizational assets. 

Figure 6 

Word Cloud of Policy Communication, Enforcement and Leadership Role 

 

Theme 7: Training Modalities & Effectiveness 

 Participants emphasized that, in effective training formats, frequency is more critical 

than duration. Rather than relying on lengthy annual sessions, respondents highlighted the 

value of shorter, recurring engagements that reinforce awareness over time. As one participant 

noted, “Organizations that do it well run phishing simulations and frequent awareness nudges. 
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Annual training gets forgotten quickly, while regular touchpoints keep security top of mind” 

(P10). Similarly, another participant recommended a structured but recurring approach, 

stating, “Security awareness training should be conducted at least quarterly to keep the 

conversation going, while also exploring accessible formats such as online sessions to 

maintain engagement without excessive cost” (P05). This perspective reflects the need to 

balance effectiveness with resource constraints, particularly for small businesses. 

 The importance of delivering training in smaller, more frequent segments was further 

emphasized by participants who advocated for continuous reinforcement through brief 

interactions. One participant explained, “I prefer smaller training segments delivered more 

frequently, short updates in newsletters or periodic reminders help maintain awareness over 

time” (P03). Another participant supported a blended approach, combining periodic 

campaigns with formal training, noting that “quarterly phishing campaigns alongside annual 

formal training provide both consistency and structure” (P08). 

 Participants emphasized that ongoing interaction and continuous reinforcement are 

critical components of effective cybersecurity awareness. Rather than treating employees as 

passive recipients of training, respondents highlighted their role as active participants in 

organizational defense. As one participant explained, “There should be continuous campaigns 

and reminders… employees can be the first line of defense, but also the first break in the kill 

chain, especially in social engineering attacks” (P06). 

 Person-led training was also identified as particularly impactful. Participants noted 

that direct, instructor-led engagement creates longer-lasting awareness compared to 

automated methods. One participant observed, “Person-led security awareness training has a 

lasting impact… whereas short, automated videos often fail to deliver meaningful learning” 
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(P05). In addition, approaches such as micro-learning and simulated phishing campaigns were 

recommended as effective alternatives to traditional models. As one participant noted, 

“Organizations have moved away from once-a-year training toward continuous micro-

learning and simulated phishing, covering modern threats like deepfakes and credential theft” 

(P11). Practical tools were also highlighted, with one participant describing platforms such as 

KnowBe4 as enabling organizations to deliver ongoing, accessible training tailored to 

evolving threats (P01). 

 Participants strongly criticized annual, compliance-based training. One participant 

stated, “Most small businesses rely on annual compliance training, which is not very effective 

on its own” (P10). Others noted that such approaches are often limited to passive, one-time 

sessions that fail to build lasting awareness. As one participant explained, “Many 

organizations rely on one-time, lecture-style training because they lack the capacity for more 

customized approaches, but this rarely leads to meaningful engagement” (P03). The use of 

phishing simulations without accompanying education was also criticized. One participant 

argued, “Running phishing campaigns alone is not training… it only measures how 

susceptible employees are without improving their understanding” (P05). 

 In terms of training content, tools, and delivery, participants emphasized the 

importance of practical, actionable learning. Platforms such as KnowBe4 were recommended 

for delivering structured training programs, while managed service providers were identified 

as valuable partners in supporting implementation (P08). Participants also stressed that 

training should include hands-on guidance, with one noting, “Employees need to learn how to 

identify phishing attempts and understand the steps to report them, not just be shown 

examples” (P05). Foundational topics such as password hygiene and threat recognition were 
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considered essential (P09), alongside tools like Wizer that help communicate technical risks 

in accessible ways (P07). Additionally, participants highlighted the importance of integrating 

cybersecurity awareness into daily operations, including safe browsing practices, secure 

access, and clear reporting procedures (P02). 

 Within the framework of behavioral and performance metrics, participants identified 

phishing simulation results as the most practical and widely used measure of training 

effectiveness. These simulations were viewed as a tangible way to assess behavioral change 

over time. As one participant noted, “Phishing simulation click rates are a practical metric… 

if fewer employees are clicking over time, it indicates that training is having an impact” 

(P10). Another participant emphasized the importance of longitudinal tracking, explaining 

that organizations can monitor progress by observing declining click rates across successive 

campaigns, noting that while results may improve incrementally, they are unlikely to reach 

zero (P05). 

 The concept of the phish-prone percentage (PPP) was also highlighted as a key 

indicator of susceptibility to phishing attacks. One participant explained, “The Phish-Prone 

Percentage tracks how many employees click on simulated phishing links, with the goal of 

reducing this number through consistent training” (P11). In addition to measuring risky 

behavior, participants stressed the importance of tracking positive security actions. As one 

participant noted, “Forward-thinking organizations prioritize reporting rates and the speed at 

which employees flag suspicious activity, viewing increased reporting as a sign of a vigilant 

workforce” (P11). Similarly, reductions in overall security incidents and risky user actions 

were identified as indicators of improved cybersecurity posture (P05). Knowledge validation 

through follow-up assessments was also recommended, with one participant suggesting that 
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testing employees after training helps determine whether learning outcomes are effectively 

retained (P01). 

 In the category of risk, compliance, and process metrics, participants emphasized the 

importance of structured assessments and alignment with established frameworks. One 

participant described the use of risk assessments and gap analyses, noting that “frameworks 

such as NIST are used to evaluate the current state and identify gaps relative to desired 

security standards” (P02). Participants also highlighted the importance of understanding 

regulatory requirements, particularly for organizations handling sensitive data, as compliance 

obligations reinforce the need for cybersecurity measures (P04). At the same time, 

respondents cautioned against overreliance on compliance-driven approaches. One participant 

noted that organizations should transition from a “checkbox” mentality to a risk-based 

strategy that prioritizes protection of critical assets (P11). 

 Automated monitoring and reporting mechanisms were also identified as valuable 

tools for tracking training participation and performance. One participant explained that 

platforms can monitor completion rates, identify individuals requiring additional training, and 

generate periodic reports to support accountability and continuous improvement (P07). The 

importance of remediation was further emphasized, with participants noting that employees 

who fail to meet expectations should undergo repeated training until adequate understanding 

is achieved (P01). Additionally, metrics such as Mean Time to Detect (MTTD) were 

highlighted as useful indicators of how quickly human-related threats are identified and 

addressed (P11). 

 Under administrative and foundational metrics, participants noted that completion 

rates alone are insufficient indicators of effectiveness. As one participant observed, “Many 
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small businesses simply track training completion, but do not evaluate whether behavior is 

actually changing” (P10). Overall, participants emphasized that meaningful measurement 

requires a combination of behavioral, performance, and risk-based metrics to accurately 

assess the impact of cybersecurity awareness initiatives.  

Theme 8: Recovery Planning and Role of Cyber Insurance 

What distinguished participants' perspectives on recovery planning from standard 

industry best practices was not simply their awareness of technical tools, but how they 

conceptualized preparedness, continuity, and recovery as integrated strategic business 

capabilities essential to organizational survival — rather than isolated IT functions to be 

delegated to technical staff. Participants articulated recovery not as a checklist of technical 

procedures but as a leadership responsibility and organizational mindset that must be 

deliberately cultivated before an incident occurs. 

Participants consistently framed recovery planning through the lens of business 

survivability rather than technical restoration. One participant captured this strategic 

orientation most concisely: “Preparation determines survivability” (P09). This framing — 

positioning preparedness as the primary determinant of whether a small business survives a 

cyber incident — reflects a fundamentally different conceptualization of recovery than the 

technical-restoration focus that dominates existing cybersecurity frameworks and literature. 

Rather than asking “how do we restore our systems,” participants were asking “how do we 

ensure our business continues to exist” — a distinction that carries significant implications for 

how recovery planning guidance is developed and communicated to small business leaders. 

Participants reached a consensus that effective recovery from cyber incidents requires 

a combination of robust backups, well-tested incident response plans, and coordinated 
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external support. These elements were viewed as mutually reinforcing components of 

organizational resilience rather than standalone solutions. Within the sub-theme of 

foundational plans, backups, and processes, participants emphasized that reliable backup 

strategies and clearly defined response procedures are central to recovery. One participant 

highlighted the strategic importance of data management, stating, “High-quality backups and 

a strong data management strategy are critical… in many cases, prioritizing data recovery 

over infrastructure recovery is more important” (P03). This perspective underscores the need 

to focus on protecting critical data assets as the primary objective during recovery efforts. 

This strategic orientation was further evident in how participants prioritized data 

recovery over infrastructure recovery. One participant highlighted that in many cases, 

restoring critical business data is more important than restoring the underlying technical 

infrastructure: “High-quality backups and a strong data management strategy are critical… in 

many cases, prioritizing data recovery over infrastructure recovery is more important” (P03). 

For small businesses operating with fewer than 20 employees and without dedicated IT 

infrastructure, this insight reflects a pragmatic and resource-conscious understanding of 

recovery that enterprise-grade frameworks do not adequately address — one that centers on 

protecting the business assets most critical to continuity rather than replicating complex 

technical recovery architectures that exceed small business capacity and budget. 

Participants emphasized that the effectiveness of recovery planning is determined not 

by the sophistication of documented procedures but by the degree to which those procedures 

have been practiced, tested, and internalized by the people responsible for executing them 

under pressure. Regular tabletop exercises were identified as the critical mechanism through 

which plans are transformed from paper documents into organizational muscle memory. One 
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participant noted that such exercises validate communication channels and contingency 

processes, transforming potentially catastrophic disruptions into manageable events (P11). 

Another compared incident response preparation directly to routine safety drills, emphasizing 

that repeated practice is what separates organizations that survive incidents from those that do 

not (P01). This emphasis on behavioral preparedness over procedural documentation 

represents a meaningful contribution beyond existing literature, which has tended to focus on 

the content of recovery plans rather than the organizational learning processes through which 

small businesses develop genuine response capability. 

Participants emphasized that the goal of cybersecurity is not perfection but resilience. 

One participant succinctly stated that while perfect security is unattainable, consistent and 

risk-based practices can achieve resilient security (P09). The concept of cyber resilience was 

further explained as a layered approach that integrates technical controls with organizational 

culture. One participant explained that resilience requires combining safeguards such as 

multi-factor authentication and network segmentation with a blame-free culture in which 

employees actively contribute to security as a human firewall (P11). The focus therefore shifts 

from preventing every attack to minimizing impact — reducing the “blast radius” through 

measures such as secure backups, continuous training, and financial safeguards like cyber 

insurance (P11). Proactive preparedness was identified as essential, with participants 

advocating for always having incident response capabilities ready to execute (P01). 

Participants highlighted the critical role of engaging external stakeholders. One 

participant explained that organizations should promptly contact legal counsel and insurance 

providers following an incident to understand obligations and response procedures (P01). The 

value of cybersecurity insurance was also emphasized, with one participant noting that many 
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small businesses underestimate its importance until after an incident occurs (P05). 

Participants further stressed the need to notify vendors and customers when appropriate, 

particularly to prevent the spread of secondary attacks (P01). 

The importance of pre-established relationships with external partners was also 

highlighted. One participant noted that having prior arrangements with forensic specialists 

and other partners enables faster and more effective response, particularly when internal 

expertise is limited (P11). Similarly, another participant emphasized that knowing in advance 

who to contact—including legal, public relations, and law enforcement—reduces delays and 

confusion during an incident (P10). The use of cloud-based solutions was also identified as a 

practical recovery mechanism, with participants noting that cloud providers can support rapid 

restoration and improve overall resilience (P02). Within proactive, strategic, and operational 

measures, participants consistently emphasized that preparation is the key determinant of 

successful recovery. As one participant precisely stated, “Preparation determines 

survivability” (P09).  

Finally, participants highlighted the concept of cyber resilience, defined as the ability 

to continue operating during an attack. One participant noted that resilience-focused strategies 

enable organizations to maintain critical functions even under adverse conditions (P11). The 

use of automated systems was also recommended to support continuous monitoring and 

response, particularly for small businesses with limited resources (P04). Additionally, 

participants emphasized the importance of prioritizing core business functions, ensuring that 

essential services can continue even if other systems are compromised (P05). Overall, the 

findings suggest that effective incident response and recovery require a holistic approach that 

integrates planning, coordination, testing, and resilience-focused strategies. 
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Participants emphasized that cyber insurance serves as a financial backstop and 

supports incident response efforts. One participant noted, “Cyber insurance helps transfer 

financial risk and can cover losses when incidents occur, reducing the burden on the 

organization” (P02). Another participant elaborated on its broader value, explaining that it 

“transfers the high costs of breaches and provides access to experts such as forensic 

investigators and legal counsel, strengthening incident response capabilities” (P11). 

Participants also highlighted its role in mitigating the financial impact of cyber incidents, with 

one noting that insurance can cover costs such as legal fees, recovery efforts, and ransom 

negotiations (P10). 9 out of 11 participants recommended purchasing cyber insurance, while 2 

out of 11 did not support its adoption (see Fig. 7). This distribution indicates a strong overall 

endorsement of cyber insurance as a valuable component of risk management, despite some 

reservations among a small number of respondents. 

Figure 7 

Recommendation for Cyber Insurance 

 

The importance of cyber insurance as part of a broader risk management strategy was 

consistently reinforced. One participant observed that “if potential losses exceed available 

financial resources, cyber insurance becomes a necessity rather than an option” (P11). 
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Another participant emphasized that while insurance is beneficial, it should be implemented 

alongside strong foundational controls, noting that it “supports financial risk transfer and 

recovery but is not a substitute for effective security practices” (P09). 

Participants highlighted that insurance requirements can drive improved cybersecurity 

practices. One participant explained that insurers increasingly require organizations to 

demonstrate baseline security controls, stating that “organizations must maintain minimum 

cyber hygiene to obtain and retain coverage” (P07). Additionally, participants noted the 

potential for insurance providers to play a more proactive role by offering preventative 

services, which could enhance organizational preparedness and support broader digital 

transformation efforts (P03). However, a lack of awareness among small businesses was 

identified as a barrier, with some participants noting that many organizations are unfamiliar 

with cyber insurance unless they have prior exposure or training (P02). 

Under limitations, misconceptions, and risks, participants cautioned against 

overreliance on cyber insurance. One participant stated, “Cyber insurance is an important part 

of risk management, but it should not be seen as a replacement for good security practices” 

(P10). Others noted that insurers are becoming more stringent, requiring evidence of security 

controls before providing coverage, which may limit access or increase costs for organizations 

with weak cybersecurity postures (P10). Participants also highlighted that insurance does not 

address operational disruptions, emphasizing that organizations must still restore systems and 

resume operations independently (P04). 

Finally, participants addressed common misconceptions, particularly the belief that 

small businesses are too small to require cyber insurance. One participant noted that many 

organizations underestimate their exposure until after an incident, particularly when handling 
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sensitive customer data (P05). Overall, the findings suggest that while cyber insurance is a 

valuable component of a comprehensive risk management strategy, its effectiveness depends 

on integration with strong security practices, organizational awareness, and realistic 

expectations of its limitations. 

Theme 9: Key Emerging Threats & Strategic Advice for Small Business Leaders  

A meaningful pattern emerged across industries in how participants perceived and 

prioritized emerging threats, revealing that industry context significantly shaped both threat 

awareness and strategic response. Participants from IT and cybersecurity consulting — the 

largest industry group with 5 out of 11 participants — demonstrated the broadest and most 

technically sophisticated threat awareness, consistently identifying AI-driven attacks, supply 

chain vulnerabilities, identity-based threats, and quantum computing as primary concerns, and 

articulating structured, architecturally grounded responses. Notably, however, a size-based 

difference emerged even within this group: the solo IT consulting operator (P09) focused 

primarily on foundational resilience principles, reflecting the resource constraints of a one-

person operation, while participants from larger consulting organizations articulated more 

comprehensive and layered threat mitigation strategies. 

Most participants agreed that while conventional threats persist, the emergence of AI 

has significantly increased both the scale and complexity of attacks targeting small businesses 

(see Fig. 8). Under traditional and persistent threats, phishing and social engineering were the 

most frequently cited risks, mentioned by 10 participants. As one participant noted, “Phishing 

and social engineering remain the number one entry point, but they have become more 

sophisticated with AI-generated content that makes fake emails nearly indistinguishable from 

real ones” (P10). The executive recruiting and staffing participant (P07, 15 employees) 
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offered a perspective that was notably more human-centered and less technically oriented, 

with threat concerns focused primarily on the human vulnerability factor rather than technical 

attack vectors, stating, “It's still the human element… the quality of deception is getting 

better, and people are more at risk than ever” (P07).  

Figure 8 

Modern & Evolving Threat Landscape 

 

There was an overwhelming consensus among participants that AI represents the most 

significant and rapidly evolving threat landscape for small businesses, fundamentally 

reshaping both the scale and sophistication of cyber risks. Within the sub-theme of AI, 

automation, and new technologies, participants consistently identified AI as the primary 

emerging threat. One participant from IT consulting industry stated that AI-driven attacks, 

including deepfake audio and video as well as automated code generation, are becoming 

increasingly accessible to threat actors, significantly lowering the barrier to entry for 

cybercrime (P01). Another participant also from IT consulting firm emphasized the growing 

proliferation of AI-enabled threats, noting that attackers are leveraging AI to automate and 
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enhance malware, phishing, and other malicious activities, which will become increasingly 

problematic over the next three to five years (P06). 

The healthcare IT consulting participant (P08) demonstrated threat awareness 

distinctly shaped by the regulatory and data sensitivity demands of the healthcare sector, with 

primary concerns centered on identity-based deception, AI-generated impersonation, and the 

internal misuse of AI tools by employees — all threats with direct implications for patient 

data confidentiality and HIPAA compliance. The energy sector participant (P10) 

demonstrated the most infrastructure-oriented threat awareness, with particular emphasis on 

attacks targeting critical operational systems and supply chains: “Attackers frequently exploit 

organizations that underestimate their risk exposure” (P10) — a warning that reflected this 

sector's unique exposure to threats extending beyond data confidentiality to encompass 

physical operational disruption. 

The public sector and governance participant (P11, 200 employees) offered the most 

strategically sophisticated threat analysis, framing the evolving landscape not merely as a 

technical challenge but as a fundamental organizational transformation, and articulating the 

most comprehensive vision of cyber resilience as a layered integration of technical controls 

and organizational culture: “Resilience requires combining safeguards such as multi-factor 

authentication and segmentation with a blame-free culture in which employees actively 

contribute to security as a human firewall” (P11). 

Agentic AI and autonomous systems were highlighted as particularly concerning, with 

participants acknowledging both their potential and the uncertainty surrounding how to 

effectively manage these risks (P07). In addition, the misuse of AI within organizations 

emerged as a critical issue. One participant explained that employees may unintentionally 
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expose sensitive data by integrating AI tools into their workflows, thereby creating significant 

security and privacy risks (P05). This concern was reinforced through real-world examples, 

including cases where AI systems produced inaccurate or damaging outputs that created legal 

and reputational consequences for organizations (P05). Deepfakes and identity-based 

deception were also frequently cited as growing threats. Participants noted that AI-generated 

impersonation—ranging from fake employees to highly convincing fraudulent 

communications—poses serious challenges for identity verification and fraud prevention 

(P08; P10). 

In the category of AI-driven and emerging threats, participants highlighted how 

generative AI is amplifying traditional attack vectors. One participant observed, “AI-powered 

phishing has become a leading threat, enabling highly personalized messages and even 

deepfake audio that can bypass traditional training” (P11). Deepfakes, in particular, were 

identified as a growing concern, with one participant noting, “Deepfake video and audio now 

look extremely real, making it difficult to distinguish what is authentic” (P01). Another 

participant cautioned that the combination of AI capabilities is accelerating attack 

sophistication, stating that automated, AI-driven schemes can convincingly mimic legitimate 

requests such as financial transactions (P07). 

Supply chain vulnerabilities and the rise of Ransomware-as-a-Service (RaaS) were 

identified as key concerns, with attackers targeting smaller organizations as entry points into 

larger networks (P11). Cloud misconfigurations and identity-based attacks were also noted as 

significant and persistent risks, particularly as businesses continue to adopt cloud technologies 
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(P09). Additionally, participants warned that attacks on critical infrastructure and operational 

technology are likely to increase as these systems become more connected (P10).  

For new capabilities and strategic challenges, participants emphasized the accelerating 

pace of technological change as a major concern. One participant noted that while small 

businesses can be agile, many are unprepared for how quickly the threat landscape is 

evolving, requiring continuous learning and adaptation to remain secure (P03). Emerging 

technologies such as quantum computing were also identified as future risks, particularly in 

relation to the potential weakening of current encryption standards (P03; P10). 

Participants emphasized that cybersecurity has fundamentally evolved from a 

technical concern into a core organizational strategy. One participant described this shift by 

noting that modern cybersecurity is no longer just an “IT problem,” but a foundational 

business function grounded in principles such as Zero Trust— “never trust, always verify” 

(P11). This perspective was reinforced by another participant, who highlighted the human 

dimension, explaining that cybersecurity is as much about people as it is about technology, 

and that even the most advanced tools are ineffective without informed employees and 

committed leadership (P10). 

Continuous education emerged as a critical component of this transformation. 

Participants stressed that the rapidly evolving threat landscape requires ongoing learning, with 

one noting that the volume of unknown and emerging risks continues to grow despite existing 

knowledge (P01). Another participant emphasized that attackers often stay ahead of 

defenders, reinforcing the need for constant awareness and education (P01). The 

misconception that small businesses are unlikely targets was also challenged, with 
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participants cautioning that this belief often increases vulnerability, as attackers frequently 

exploit organizations that underestimate their risk exposure (P10). 

The importance of collaboration and partnerships was also highlighted. Participants 

noted that small businesses cannot address cybersecurity challenges in isolation and should 

instead rely on trusted partners and professional networks to strengthen their security posture 

(P03). This collective approach underscores the need for intentional and strategic action rather 

than reactive or minimal compliance-based efforts (P10). Participants emphasized that the 

goal of cybersecurity is not perfection but resilience. One participant stated that while perfect 

security is unattainable, consistent and risk-based practices can achieve resilient security 

(P09). Proactive preparedness was identified as essential, with participants advocating for 

always having incident response capabilities in place and ready to execute (P01). 

Participants ultimately acknowledged that cyber threats are inevitable and often 

exceed the capacity of any single organization to manage alone (P03). As a result, the 

emphasis is placed on preparedness, adaptability, and strategic risk management. In 

conclusion, cybersecurity must extend beyond technical controls to become an integral part of 

business strategy. By prioritizing resilience over perfection and fostering a proactive, people-

centered culture, organizations can transform cybersecurity into a strategic enabler that 

supports long-term sustainability in an increasingly complex threat environment. Overall, the 

findings indicate that AI is not only amplifying existing threats but also introducing entirely 

new attack vectors and strategic challenges. The convergence of AI, automation, and rapidly 

evolving technologies is creating a dynamic threat environment in which small businesses 

must continuously adapt, remain informed, and proactively address both technical and human-

centered risks.  
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Chapter Five  

Discussion  

Introduction 

The purpose of this qualitative study was to explore cybersecurity strategies employed 

by small business leaders to protect their businesses from cyberattacks in the post-COVID-19 

environment. Building on the results presented in Chapter 4, this section moves beyond 

description to examine the meaning and significance of the identified themes. This chapter 

provides a summary of the findings, engages with the results, addresses limitations, explores 

implications for policy and practice, offers recommendations for future research, and 

concludes the discussion.  

The findings contributed new knowledge regarding the centrality of resource 

constraints in shaping security capability for small businesses, challenged existing 

assumptions about the strategic reorientation of cybersecurity as a business imperative, and 

extended the literature on the transformation of the threat landscape in the age of AI, the 

human firewall and the imperative of psychological safety, and the measurement gap and its 

implications for accountability. Participants reported an increase in cyber threats, particularly 

phishing and ransomware, due to the shift to remote work, and contributed practical insights 

regarding the need for robust cybersecurity measures including employee training, 

contingency planning, and the use of MFA. 

The single most important contribution of this study beyond existing literature is the 

discovery that psychological safety — not technology, budget, or technical expertise alone — 

is the foundational determinant of effective cybersecurity culture in small businesses. This 

finding introduces a human-centered, leadership-driven model of security resilience that prior 
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research has not systematically examined, establishing a direct empirical link between 

transformational leadership behaviors and cybersecurity outcomes in small businesses. 

Equally significant is the finding that threat perception and strategic response vary 

meaningfully by industry context, organizational size, and leadership maturity — dimensions 

that existing literature has largely overlooked in favor of generalized guidance that fails to 

account for the vastly different realities across the small business landscape. 

The chapter concludes by acknowledging the limitations of the study, including 

potential biases and the geographic focus, and emphasizes the need for ongoing investment in 

cybersecurity infrastructure. It calls for policymakers to support small businesses in 

enhancing their cybersecurity measures, ensuring they can operate securely in an increasingly 

digital world.  

Discussion of Findings 

The discussion focuses on how the findings of this study contribute to the existing 

cybersecurity literature by illuminating the evolving role of cybersecurity as a strategic 

business imperative shaped by technological change, resource limitations, and an increasingly 

complex threat landscape. Particular attention is given to the interplay between human 

behavior, organizational leadership, and technical controls — areas where this study makes its 

most distinctive contributions beyond what prior research has established. The chapter also 

examines how the growing influence of AI on both defensive and adversarial capabilities is 

reshaping the threat environment in ways that existing small business cybersecurity 

frameworks have not yet adequately addressed, and how small business leaders navigate real-

world trade-offs between cost, expertise, and security effectiveness in ways that challenge the 

generalized, one-size-fits-all guidance that currently dominates the literature. 
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To strengthen the theoretical contribution of the study, the findings are interpreted 

through established frameworks, including Transformational Leadership Theory, the National 

Institute of Standards and Technology Cybersecurity Framework, and Enterprise Risk 

Management. This alignment provides a structured lens for understanding how leadership, 

risk management, and cybersecurity practices converge in small business contexts. 

The discussion is organized around the major themes identified in the analysis, 

highlighting both consistencies with prior research and new insights that emerged from 

participant perspectives. Collectively, these findings contribute to a deeper understanding of 

how small businesses can develop resilient, practical, and strategically aligned cybersecurity 

approaches in an increasingly dynamic and high-risk digital environment. 

Alignment of Findings with Theoretical Frameworks 

The findings of this study align closely with TLT, the NIST CSF, and ERM, 

reinforcing the study’s theoretical foundation and demonstrating how leadership, structured 

controls, and risk-based decision-making collectively shape cybersecurity practices in small 

businesses. 

Transformational Leadership Theory (TLT) 

The findings of this study demonstrate strong alignment with TLT, particularly in the 

areas of leadership influence, cultural change, employee empowerment, and continuous 

learning. Transformational leadership emphasizes inspiring and motivating employees, 

fostering a shared vision, and promoting behavioral changes that were consistently reflected 

in participants’ responses (Bass & Riggio, 2006). Participants consistently emphasized that 

cybersecurity is not merely a technical function but a people-centered organizational 

responsibility, requiring visible leadership commitment. Leaders who actively promote 
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cybersecurity awareness, model secure behaviors, and encourage continuous learning foster 

environments where employees act as proactive defenders rather than passive participants. 

First, idealized influence and leadership commitment were evident in the way 

participants described the role of leaders in shaping cybersecurity as a strategic priority. 

Leaders who actively model security behaviors and prioritize cybersecurity create a culture 

where security is taken seriously across the organization. As one participant noted, 

“cybersecurity is ultimately a people problem as much as it is a technology problem. You can 

have the best tools in the world, but if your people aren't aware and your leadership isn't 

bought in, you're still vulnerable.” (P10). This reflects the transformational leader’s role in 

setting expectations and influencing organizational values. 

Second, inspirational motivation aligns with the shift from viewing cybersecurity as a 

technical issue to a shared organizational mission. Participants emphasized that leaders must 

communicate the importance of cybersecurity in business terms and inspire employees to take 

ownership. For example, one participant stated, “To really treat cybersecurity as not a 

technological issue, but more of a whole business strategy… everything is interconnected.” 

(P02). This demonstrates how leaders articulate a compelling vision that motivates collective 

engagement. 

Third, the findings strongly support individualized consideration and employee 

development, particularly through training and awareness. Participants repeatedly highlighted 

the importance of continuous education and empowering employees as a “human firewall.” 

One participant emphasized, “The best response is the first response, which is that 

employee… as long as your employees are trained… that’s half the battle.” (P01). This 
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reflects transformational leaders’ focus on developing individuals’ capabilities and 

confidence. 

Fourth, intellectual stimulation is reflected in the emphasis on adapting to evolving 

threats, especially AI-driven risks. Leaders are expected to encourage critical thinking, 

continuous learning, and innovation in response to emerging challenges. As one participant 

noted, “you have to constantly educate yourself and educate your employees… staying 

ahead.” (P01). This aligns with the transformational leadership principle of challenging 

existing assumptions and fostering proactive problem-solving. 

Finally, the emphasis on psychological safety and a blame-free culture directly aligns 

with transformational leadership’s focus on trust and empowerment. Participants highlighted 

that employees should feel safe reporting incidents without fear of punishment, reinforcing 

open communication and shared responsibility. This supports a culture where employees are 

motivated to act in the organization’s best interest. 

Not all participant responses, however, were fully explained by the transformational 

leadership framework. Several participants described adopting highly directive, top-down 

security mandates — strict access controls, non-negotiable password policies, and zero-

tolerance enforcement measures — that reflect transactional rather than transformational 

leadership characteristics, suggesting that small business cybersecurity leadership in practice 

is more hybrid and context-dependent than any single framework can fully capture. 

Additionally, a small number of participants expressed skepticism about employee autonomy 

in security decision-making, preferring to centralize control entirely — a tension between 

empowerment and control that the transformational leadership framework does not fully 

reconcile, and that points to the need for a more nuanced theoretical model that 



112 

 

 

accommodates the pragmatic and resource-constrained leadership approaches that 

characterize small business cybersecurity in practice. 

NIST Cybersecurity Framework (NIST CSF) 

The study findings also align closely with the structure and principles of the NIST 

CSF, particularly its five core functions: Identify, Protect, Detect, Respond, and Recover 

(National Institute of Standards and Technology, 2018). The NIST CSF is particularly well-

suited for small businesses because it is voluntary, cost-flexible, and designed to be scalable 

across organizations of varying sizes, technical capabilities, and resource levels — making it 

accessible to businesses that lack dedicated cybersecurity staff or large IT budgets (National 

Institute of Standards and Technology, 2018). Participants' recommendations and practices 

map directly onto these domains. The findings further reflect the framework's emphasis on 

continuous improvement and adaptability, particularly in response to emerging threats such as 

AI-driven attacks (see Table 6). This demonstrates the applicability of NIST CSF as a flexible 

and scalable model for small businesses operating under resource constraints. Overall, the 

findings demonstrate that even without explicitly referencing the framework, small business 

leaders are implementing practices that align with the NIST CSF, reinforcing its applicability 

as a practical and scalable model for improving cybersecurity posture in resource-constrained 

environments. 

Enterprise Risk Management (ERM) Framework 

The results also demonstrate strong alignment with ERM principles, which position 

risk management as an integral part of organizational strategy (COSO, 2017). Participants 

consistently framed cybersecurity as a risk management issue rather than a purely technical 
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function, highlighting the need to prioritize resources based on potential impact and likelihood 

rather than relying solely on compliance requirements. 

Table 6 

Alignment of Findings of the Study with the NIST CSF Functions 

NIST Function Study-Aligned Practices Description 

Identify 

Risk assessments; asset 

inventory; identification of 

critical business functions 

Participants emphasized understanding what 

assets exist, what matters most (“crown 

jewels”), and where risks originate as the 

foundation of cybersecurity strategy. 

Protect 

MFA; strong password 

policies; employee training 

and awareness 

Core preventive controls were consistently 

identified as essential, particularly identity-

based protections and building a “human 

firewall” through training. 

Detect 

Monitoring tools; SIEM 

systems; phishing 

simulations 

Early detection capabilities were supported 

through continuous monitoring and behavioral 

metrics (e.g., phishing click rates, reporting 

rates). 

Respond 

Incident response plans; 

defined roles and 

responsibilities; coordinated 

communication 

Participants highlighted the need for structured 

response processes, clear decision authority, 

and cross-functional coordination during 

incidents. 

Recover 

Backup strategies (e.g., 3-2-

1-1 rule); disaster recovery 

planning; business continuity 

plans 

Emphasis was placed on resilience through 

tested backups, rapid restoration capabilities, 

and maintaining operations during and after 

cyber incidents. 

 

Practices such as risk assessments, gap analyses, and prioritization of critical assets 

reflect ERM’s structured approach to risk identification and mitigation. One participant 

explained, “it was the risk assessment, and then doing gap analysis… looking at the current 
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state and finding any gaps… to align with industry standards” (P02). This aligns with ERM’s 

focus on systematically identifying and evaluating risks that could impact organizational 

objectives. Participants emphasized foundational controls such as MFA, employee training, 

monitoring systems, and secure configurations. These controls represent practical risk 

responses within an ERM framework, where mitigation strategies are prioritized based on risk 

severity and resource constraints. 

The findings highlight risk response and resilience planning, including incident 

response, business continuity, and disaster recovery strategies. Participants stressed 

preparedness and the ability to maintain operations during disruptions. As one participant 

stated, “the goal is to reduce the ‘blast radius’ of inevitable attacks… ensuring that a security 

incident remains a manageable operational hurdle rather than an existential catastrophe” 

(P11). This aligns with ERM’s focus on resilience and continuity as core components of risk 

management. 

Finally, the study underscores strategic integration of risk management into business 

decision-making, a central tenet of ERM. Participants emphasized that cybersecurity must be 

embedded into overall business strategy. As one participant stated, “to really treat 

cybersecurity as not a technological issue, but more of a whole business strategy” (P02). This 

reflects ERM’s holistic approach, where risk management is integrated into governance, 

leadership, and organizational culture.  

The inclusion of cyber insurance as a financial risk transfer mechanism further 

supports ERM’s focus on managing residual risk. One participant explained, “cyber 

insurance acts as a financial backstop by transferring the high costs… away from the 

company’s balance sheet” (P11). This directly corresponds to ERM strategies for risk 
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financing and transfer. Additionally, the emphasis on leadership accountability and 

integration of cybersecurity into business decision-making aligns with ERM’s enterprise-wide 

perspective on governance and risk ownership. This integration of cybersecurity into broader 

organizational risk strategy reinforces ERM’s emphasis on holistic, organization-wide risk 

governance. 

Overall, the findings indicate that effective cybersecurity in small businesses is 

achieved through the intersection of leadership, structure, and risk management. 

Transformational leadership drives a culture of awareness and accountability; the NIST CSF 

provides a structured approach to managing security activities, and ERM ensures alignment 

with organizational risk tolerance and strategic priorities. Together, these frameworks support 

a shift from reactive, compliance-based security toward a proactive, resilient, and business-

integrated cybersecurity posture. 

Thematic Discussion of Findings 

The thematic analysis revealed a set of interconnected patterns that collectively 

explain how small business leaders approach cybersecurity in a rapidly evolving, post-

pandemic environment. These themes provide a structured understanding of the challenges, 

priorities, and strategies identified by participants, moving beyond isolated observations to 

highlight broader organizational and behavioral dynamics. 

The findings are organized into key themes that reflect both operational realities and 

strategic considerations, including resource constraints, the elevation of cybersecurity as a 

business imperative, the transformation of the threat landscape, the critical role of employees 

as a “human firewall,” and the persistent gap in meaningful security measurement. Together, 

these themes illustrate that cybersecurity in small businesses is not driven by a single factor, 
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but rather by the interaction of leadership decisions, human behavior, technological 

capabilities, and external pressures. 

The Centrality of Resource Constraints in Shaping Security Capability 

The findings of this study demonstrate that the most serious and widespread impact on 

cybersecurity implementation of small businesses is the resource constraints. In all questions 

about the interview, the respondents always cited financial limitations, shortage of expertise, 

and limitations of human capital as the major determining factors on what security measures 

could be taken by the organizations in actual situations. This observation is consistent with the 

current literature that has reported the resource issues encountered by the smaller 

organizations in the cybersecurity sector (Kezron, 2025), but the current study builds on this 

by showing how such constraints flow on to the various levels of organizational security.  

The interviewees expressed a core paradox that defines the small-business security 

environment: the more vulnerable these organizations are to attacks by advanced threat actors, 

the less resources they have to protect themselves; yet their vulnerability, in financial and 

operational terms, to successful attacks can be disproportionately high relative to other 

businesses. According to Kezron (2025), small businesses face insufficient financing, staff 

training, and formal security implementation. He suggested merging internal monitoring with 

external MSSPs. This tension was also concisely described by one participant in the 

discussion, who stated that the heightened exposure of small businesses to risks was the direct 

result of remote work and digital transformation, which had greatly increased the attack 

surface, but big businesses had historically been the primary victims. The imbalance between 

the sophistication of threats and the resources available to address them has created a 
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vulnerability gap; this gap has become a characteristic feature of the small-business security 

environment today.  

The in-house and outsourcing controversy that appeared in the findings is the real-

world reflection of the fact that most small businesses must undertake hard trade-offs between 

control, cost, and capability. The hybrid model of external and internal supervision was 

selected as the most desirable one, as it enabled firms to use expert knowledge that they could 

not afford to acquire within the company, but retained enough organizational knowledge to 

keep them on track towards the business goals. This conclusion has an important implication 

on the managed security service provider (MSSP) market, indicating that to ensure effective 

partnerships, it is necessary not only to have technical proficiency but also to be able to 

transform security concepts into business-relevant terminologies and integrate with the rest of 

the organizational system and processes. Respondents who were satisfied with the 

outsourcing arrangements always stressed the role of locating outside firms that were able to 

appreciate their business environment as opposed to providing generic security services. 

The Strategic Reorientation of Cybersecurity as Business Imperative 

The second significant theme that can be observed based on the data is that 

cybersecurity has shifted towards becoming a strategic business necessity rather than a 

technical IT task. The interviewees would always redefine security as a cost center, or 

compliance drain, but as the cornerstone of operational stability, customer confidence, and 

business sustainability. This transformation is especially pronounced when it comes down to 

the small business environment, where resources are limited, and any business investment 

should be paid in terms of a tangible business value.  
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The results show that such strategic change needs and demands an active leadership 

involvement that goes way beyond budget consent. Leaders who make cybersecurity a 

business imperative, meaning leading by example, dedicating specific resources of the 

organization, and bringing the issue of security into the context of strategy-making, develop 

organizational cultures in which security becomes the business of all people and not an IT 

issue. On the other hand, companies in which executives ignore controls or make security a 

technical feature find it difficult to attain significant security maturity, irrespective of the kind 

of tools they use. This finding is consistent with the current literature on the significant 

importance of leadership in the process of forming the security culture (Sarabi et al., 2025), 

but the current research shows that in small organizations with a less rigid hierarchy, the 

impact of leadership can be even greater and more direct.  

The findings also indicate that the leadership of security in small businesses will need 

a specific orientation: the leaders should be capable of presenting the business case of security 

investments in a language that will appeal to operational and financial interests, and at the 

same time, they have to show their personal commitment to security practices by being able to 

adhere to them consistently. This twofold mandate of carrying out strategic communication 

and visible modeling is quite a challenge to small business leaders who might not be experts 

in the field of security but are required to take the lead in promoting the cause in their 

organizations. 

The Transformation of the Threat Landscape in the Age of Artificial Intelligence 

One of the most interesting conclusions, perhaps, is related to the way participants 

view the fundamentally altered threat landscape, which is largely fueled by the advent of 

generative AI. Although all the conventional cybercrimes, such as phishing and ransomware, 
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are still in high order, the results show a qualitative change in the magnitude, nature, and 

availability of attacks that most small businesses are unprepared to respond to. The AI-based 

threats that were consistently cited by participants as the most pressing emerging risks to their 

organizations are deepfakes, AI-generated phishing, and Agentic AI. 

The changes that come with this transformation are far-reaching. The awareness 

training, which used to be done based on such blatant signs of malicious email as poor 

grammar, suspicious sender address, generic greetings, etc., is no longer effective as threat 

actors can compose hyper-personalized, grammatically flawless messages based on publicly 

available information. Furthermore, the appearance of the synthetic voice and video materials 

opens new tracks of deceit that cannot be observed through the traditional security awareness 

methods. The quality of deception, according to one participant, is improving, and a growing 

number of small businesses that depend on annual training based on compliance are more at 

risk. 

The results also indicate that there is an alarming difference between awareness of 

threats and preparedness. Empirical evidence suggests a 45% lift in attack effectiveness when 

leveraging AI-driven impersonation techniques compared with traditional approaches; covers 

deepfakes, GenAI phishing and synthetic content (Arafah et al., 2025; Kashif et al., 2025). 

Although the participants showed advanced knowledge of the emergent threats, most of them 

admitted that their organizations do not have the resources and knowledge to successfully 

defend against the AI-based attacks. This underserved market indicates there is a failure in the 

market to offer small business-friendly, affordable security solutions to small businesses - a 

phenomenon that is both a policy issue that needs to be addressed as well as a business 

opportunity for creative service providers that will be able to fill in this gap. 
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The Human Firewall and the Imperative of Psychological Safety 

The recurring theme in various interview questions is the importance of human factors 

in the process of both the formation and alleviation of security risk. The participants stressed 

several times that employees are the most frequent point of entry of attacks, as well as the 

most important protection, in case of proper training and support. This paradox is especially 

sharp in the sphere of small business, where security budgets often do not presuppose many 

technical restrictions, and the relations between employees and organization can be more 

personal and trusting. 

The focus on psychological safety — establishing conditions where workers feel free 

to report possible incidents without fear of blame — represents a major shift from historical 

security strategies grounded in fear, punishment, and punitive enforcement. This observation 

fits the modern research on just culture in safety-related industries (Dekker, 2016), and it is 

possible that the concepts of psychological safety that have revolutionized aviation and 

healthcare could be applied to cybersecurity as well. This study extends prior research by 

demonstrating that psychological safety is not merely a desirable cultural attribute but a 

functionally critical determinant of cybersecurity effectiveness in small businesses — directly 

influencing whether employees report incidents early enough to contain damage or conceal 

them out of fear until consequences become unmanageable. This study contributes by 

providing empirical evidence from small business leaders that a blame-free, psychologically 

safe organizational culture, analogous to the just culture frameworks that transformed safety 

outcomes in aviation and healthcare, is both achievable and strategically essential in the small 

business cybersecurity context. 
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Small businesses can be especially well-positioned to develop such cultures, as they 

have a less stratified hierarchy, and leaders are in closer contact with their employees. The 

data, however, also shows that a significant number of organizations cannot achieve a balance 

between accountability and psychological safety and that the change in perspectives between 

punitive and supportive practices need to be deliberately led and reinforced. Companies that 

can effectively make this transition can discover that their staff is not only obedient to security 

policy adherence but also active participants in organizational protection. 

The Measurement Gap and Its Implications for Accountability 

The results indicate that there is a significant problem in measuring and demonstrating 

security effectiveness among small businesses. Although participants listed varied metrics — 

such as phishing simulation click rates, incident reporting rates, and training completion rates 

— there was broad agreement that most small businesses do not use metrics that meaningfully 

indicate actual risk reduction. Sarabi et al. (2025) proposed a novel cyber risk assessment 

method using publicly available technology signatures that fills the measurement gap for 

SMEs unable to collect conventional scanning data. This study extends prior research by 

revealing that the measurement gap is not solely a technical limitation but a leadership and 

accountability challenge. This study challenges prior assumptions by demonstrating that the 

metrics small businesses most commonly track — training completion rates and phishing 

click rates — may create a false sense of security progress by measuring activity rather than 

actual risk reduction.  

Without meaningful measures, organizations cannot gauge the payoff on their security 

spending, or where they can improve, or display due diligence to the insurers, regulators, or 

clients. The trend towards behavioral measurements, measuring what employees do and not 
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what they should do, is an important change, but one that several small businesses do not have 

the knowledge or means to execute successfully. When organizations gather metrics and note 

participants, they do not have the analytical potential to give them meaningful interpretations 

or to transform knowledge into practical change. 

Implications for Practice 

The findings of this study carry several important implications for both theory and 

practice, particularly within the context of small business cybersecurity in a rapidly evolving, 

post-pandemic digital environment. First, the results reinforce the need to reconceptualize 

cybersecurity not as a purely technical function but as an organizational capability embedded 

within business strategy. This shift has implications for academic research, which must 

increasingly integrate perspectives from management, organizational behavior, and risk 

governance rather than treating cybersecurity as an isolated IT domain. The strong emphasis 

on leadership, culture, and decision-making suggests that future theoretical models should 

incorporate human and strategic dimensions alongside technical controls. 

Second, the centrality of resource constraints highlights a structural inequality in 

cybersecurity readiness. Small businesses face disproportionately high risks while lacking the 

financial, technical, and human capital required to respond effectively. This suggests a need 

for more scalable, cost-effective security frameworks tailored specifically to resource-

constrained environments. For policymakers and industry stakeholders, the implication is 

clear: without targeted support mechanisms such as subsidized services, shared security 

infrastructures, and simplified compliance frameworks, the vulnerability gap will persist or 

widen. 
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Third, the emergence of AI as a dominant threat vector has profound implications for 

both training and defense strategies. Traditional awareness programs based on recognizing 

obvious phishing indicators are becoming obsolete in the face of AI-generated, highly 

sophisticated attacks. This necessitates a transformation in training approaches toward 

adaptive, continuous, and behavior-focused learning models. It also implies that security 

solutions must evolve to incorporate AI-driven detection and response capabilities that can 

match the speed and scale of emerging threats. 

Fourth, the findings related to the “human firewall” underscore the critical role of 

organizational culture, particularly the importance of psychological safety. The shift from 

punitive to supportive security cultures has implications for how organizations design 

training, reporting mechanisms, and internal policies. Encouraging open communication and 

non-punitive reporting can significantly enhance early threat detection and response. This 

aligns with broader organizational theory and suggests that cybersecurity effectiveness is 

closely tied to employee engagement and trust. 

Fifth, the identified measurement gap reveals a critical weakness in how small 

businesses evaluate cybersecurity effectiveness. The reliance on superficial metrics such as 

training completion rates fails to capture actual behavioral change or risk reduction. This has 

implications for accountability, investment decisions, and regulatory compliance. There is a 

clear need for practical, accessible measurement frameworks that emphasize behavioral 

indicators, incident trends, and response capabilities rather than checkbox compliance. 

In summary, the thematic analysis demonstrates that effective cybersecurity in small 

businesses is not achieved through isolated technical solutions but through an integrated 

approach that combines leadership culture, human behavior, organizational strategy, and 
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appropriately scaled technology. The findings make a clear contribution to the existing 

literature by establishing that the most consequential determinants of small business 

cybersecurity effectiveness are not technical but human and cultural — rooted in how leaders 

build psychological safety, communicate security expectations, and embed security thinking 

into the fabric of everyday business operations. Rather than confirming the technology-centric 

assumptions that have dominated prior research, this study reveals that small businesses 

which treat cybersecurity as a strategic leadership responsibility — rather than a delegated IT 

function — are better positioned to build genuine, sustainable resilience in the face of an 

increasingly complex, resource-constrained, and AI-driven threat environment. 

Recommendations for Practice 

Leaders of small business organizations should take a prioritized, risk-based approach 

to security that considers the limitations on resources and manages the most important 

vulnerabilities. Instead of trying to adopt overall security initiatives that may exceed what 

they have, leaders should start by having a clear idea of what they hold in high regard and 

what threat is most likely to occur. Basic controls, i.e., multi-factor authentication on all 

access points, frequently tested backups, routine patching, and fundamental staff training are 

the most cost-effective to invest in and should be undertaken first, before going more 

sophisticated. 

Small business leaders should consider the hybrid model of security delivery 

seriously. Considering the impractical nature of in-house development of full security 

solutions, the leaders should nowadays consider strategic sourcing of services externally with 

the help of managed service providers, consultants, and technology partners. Nevertheless, 

internal ownership, i.e., a person who realizes the business context and security demands, is 
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the key to ensuring that external solutions are more oriented towards the organizational needs 

and culture. The best arrangements that were found to be successful in this study were those 

settings that had external competency and internal responsibility. 

Psychological safety is one of the most important investments small business leaders 

can make that should be cultivated, but it is frequently ignored. It must be made clear by the 

leaders that reporting possible security incidents is an appreciated and safeguarded norm of 

behavior, even when a mistake was committed. Praising good catches, leveraging actual 

incidents as educational and not disciplinary events, and continually setting an example of 

openness concerning security issues will produce a culture in which employees become active 

contributors to security instead of security potential holders. 

Policymakers and industry associations play an essential role in the effort to address 

the resource and expertise shortfall, limiting the security of small businesses. One of the basic 

interventions is the creation and distribution of available, free, or low-cost security advice that 

is specifically geared towards small businesses. This guidance must be structured in priority 

and not in a technical field, be rendered in ordinary language, and be structured to consider 

the resource limitations that characterize the small business environment. 

A promising policy intervention is the promotion of shared services models. Resource 

pooling, such as shared threat intelligence, joint training initiatives, and coordinated incident 

response, enables small businesses to access capabilities that would otherwise be cost-

prohibitive. These collective security services could be facilitated through municipalities, 

industry associations, or integrated into business licensing and membership frameworks. 

Regulatory and insurance systems should be designed to incentivize foundational security 

practices rather than impose complex compliance requirements that may be unrealistic for 
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small businesses. Incentive-based approaches, such as reduced insurance premiums, 

streamlined compliance pathways, or rewards for demonstrated security maturity, are likely to 

be more effective than punitive measures in encouraging sustained investment in 

cybersecurity. 

Security practitioners and service providers must tailor their offerings to the realities 

of the small business environment, where time, expertise, and financial resources are limited. 

Solutions should be user-friendly, easy to deploy and maintain, and not dependent on 

dedicated security personnel. Providers who succeed in this space will recognize that they are 

delivering not only technical solutions but also peace of mind, trust, and long-term 

partnership. Accordingly, service providers should position themselves as educators and 

strategic collaborators, rather than solely technical implementers. Helping clients understand 

the business implications of cybersecurity and supporting the development of enduring 

security cultures enhances both organizational resilience and the strength of client 

relationships. This role requires not only technical expertise but also strong communication 

skills and business acumen. 

Finally, providers should equip clients with meaningful, actionable metrics that extend 

beyond compliance checklists. Developing measurement frameworks that capture behavioral 

indicators, incident trends, and recovery readiness enables organizations to demonstrate risk 

reduction, improve accountability, and support continuous improvement in their cybersecurity 

posture. 

Limitations of the Study 

This study has several limitations that should be carefully considered when 

interpreting the findings. First, the participant pool was limited exclusively to male small 
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business leaders, which represents a significant demographic constraint. Despite active and 

deliberate efforts to recruit female participants — including direct outreach, personal 

encouragement, and extended response deadlines — no women ultimately completed the 

recruitment process, limiting the generalizability of the findings and precluding any 

exploration of how gender shapes cybersecurity leadership experiences and decision-making 

in small businesses. Future research should prioritize deliberate and targeted recruitment 

strategies to ensure meaningful gender representation. 

Second, the study was geographically focused on small businesses within a single 

region — the Pacific Northwest of the United States — which may not reflect the diverse 

regulatory environments, industry compositions, cultural contexts, economic conditions, and 

cybersecurity threat landscapes experienced by small businesses in other parts of the United 

States or internationally. While the findings are most directly applicable to small businesses in 

this region, they cannot be fully generalized across all geographic contexts without additional 

validation through geographically diverse replication studies. 

Third, the sample, although varied in terms of participant roles and organizational 

settings, may not be entirely representative of the broader small business population. 

Professional networks and industry associations were used to recruit participants, which likely 

produced a sample of individuals who are above average in security awareness and maturity 

compared to the general small business population. This raises important concerns about self-

selection bias — individuals with a pre-existing interest in or commitment to cybersecurity 

were considerably more motivated to volunteer for participation, meaning that the small 

business leaders who are least engaged with cybersecurity and arguably most vulnerable are 

entirely absent from this study. This possible selection bias implies that the findings may 
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overestimate the level of cybersecurity awareness and practice typical of small businesses, 

and may underrepresent the significant challenges faced by organizations with little to no 

cybersecurity engagement, infrastructure, or leadership commitment. 

Fourth, the qualitative research design, although offering rich and contextual insights 

that capture the complexity of participant experiences, inherently restricts the ability to 

generalize findings beyond the studied sample. The identified themes reflect the perspectives 

of a small, purposively selected group of individuals and may not be representative of all 

small business environments. Establishing the prevalence and generalizability of these 

patterns would require future quantitative research with larger and more diverse samples 

capable of testing the themes identified here at scale. 

Fifth, the findings are based entirely on participant perceptions and self-reported 

practices, which are not necessarily consistent with objective security measures or verifiable 

organizational realities. Participants may have overstated their security competencies, 

underreported vulnerabilities, or described aspirational practices rather than actual behaviors 

— a well-documented limitation of self-report methodologies that must be carefully 

considered when interpreting the findings. The absence of independent verification of 

participants' reported security practices represents a constraint that future research 

incorporating observational or audit-based data collection methods could meaningfully 

address. 

Finally, the rapidly evolving threat landscape — particularly regarding AI and its 

accelerating consequences for cybersecurity — means that some findings may become 

outdated as technologies and attack methodologies continue to advance. The emergence of 

new AI capabilities, novel attack vectors, and shifting adversarial strategies beyond the scope 
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of the current study period may diminish the currency of specific threat-related findings over 

time, underscoring the need for ongoing and longitudinal research that can track how small 

business cybersecurity leadership evolves in response to a continuously changing threat 

environment. 

Recommendations for Future Research 

This study identifies several avenues for future research that could deepen 

understanding of cybersecurity practices in small businesses. First, longitudinal studies are 

needed to examine how security practices evolve in response to emerging threats over time. 

Such research would provide insight into the long-term effectiveness of different 

cybersecurity strategies and identify which interventions produce sustained improvements as 

organizations mature. 

Second, further research should explore the mechanisms through which leadership 

involvement influences cybersecurity culture in small businesses. Understanding which 

leadership behaviors, communication strategies, and engagement approaches are most 

effective would offer practical guidance for fostering stronger security cultures, particularly in 

resource-constrained environments. 

Third, comparative studies examining different service delivery models - such as in-

house, outsourced, and hybrid approaches - would help identify best practices and contextual 

factors that contribute to successful cybersecurity implementation. This line of research could 

clarify when outsourcing is most appropriate, what drives effective partnerships, and how 

organizations can maintain oversight and accountability when relying on external providers. 

Another critical area for future research is the impact of AI on small business 

cybersecurity. As AI technologies become more accessible and integrated into business 
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operations, it is essential to understand both their defensive potential and their role in enabling 

more sophisticated attack vectors. Research focused on how small businesses adopt AI, secure 

AI-driven systems, and manage associated risks would provide timely and valuable insights 

for both practitioners and policymakers. 

Future research should examine gender differences in cybersecurity leadership, 

organizational security culture, and risk perception among small business leaders. Given that 

the current study was limited to male participants despite active recruitment efforts, a 

dedicated study capturing the experiences and decision-making approaches of female small 

business leaders would make a valuable contribution — exploring whether gender shapes 

security investment priorities, incident response behaviors, and risk tolerance in ways this 

study was unable to capture. 

Future studies should also incorporate geographic comparisons examining how 

location influences cybersecurity practices among small businesses. Comparing businesses in 

large metropolitan areas versus small or rural cities would be particularly informative, as 

urban businesses may have greater access to cybersecurity talent and managed service 

providers, while those in smaller communities face distinct resource constraints, limited local 

expertise, and potentially different threat environments. Regional regulatory differences and 

industry concentration patterns across geographic areas represent additional dimensions that 

future research should systematically explore. 

Finally, additional research is needed to examine the relationship between 

cybersecurity insurance and organizational security practices. Investigating how insurance 

requirements influence security investments, whether coverage leads to measurable 

improvements in security performance, and how insurance models can be structured to 
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incentivize stronger security controls would contribute to more effective risk management 

strategies and inform policy development at both the organizational and regulatory levels. 

Conclusion 

This study demonstrates that cybersecurity in small businesses has undergone a 

fundamental transformation in the post-COVID-19 environment, evolving from a narrowly 

defined technical concern into a comprehensive business imperative shaped by strategy, 

people, and risk management. The findings collectively reveal that small businesses operate 

within a persistent paradox: they face increasingly sophisticated and frequent cyber threats—

particularly phishing, ransomware, and AI-enabled attacks—while simultaneously lacking the 

financial resources, technical expertise, and organizational capacity required to defend against 

them effectively. This imbalance creates a structural vulnerability that defines the 

contemporary small business cybersecurity landscape. 

A central conclusion emerging from the analysis is that resource constraints are not 

merely operational limitations but a foundational determinant of cybersecurity capability. 

These constraints influence the adoption of security controls, the ability to measure 

effectiveness, and the extent to which organizations can engage with external expertise. As a 

result, many small businesses are compelled to adopt hybrid approaches that combine limited 

internal oversight with outsourced services. While this model offers a pragmatic pathway to 

accessing specialized knowledge, its success depends heavily on alignment between external 

providers and the organization’s business context. 

Equally significant is the clear reorientation of cybersecurity as a strategic business 

function. The findings emphasize that organizations achieving higher levels of security 

maturity are those in which leadership actively integrates cybersecurity into decision-making 
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processes, organizational culture, and long-term planning. In such environments, security is 

no longer treated as a compliance requirement or cost center but as a driver of operational 

continuity, customer trust, and competitive advantage. Conversely, organizations that relegate 

cybersecurity to a purely technical domain struggle to develop meaningful resilience, 

regardless of the tools they deploy. 

The study also highlights the profound impact of AI on the threat landscape. AI-driven 

attacks—ranging from highly personalized phishing campaigns to deepfake-enabled fraud—

have significantly increased both the scale and sophistication of cyber threats. This evolution 

renders many traditional security practices, particularly static and compliance-based training 

models, increasingly ineffective. The findings suggest that small businesses must transition 

toward continuous, adaptive, and behavior-focused security practices that reflect the dynamic 

nature of modern threats. 

Another critical conclusion concerns the role of human factors in cybersecurity. 

Employees are consistently identified as both the most vulnerable entry point for attacks and 

the most valuable line of defense. The concept of the “human firewall” underscores the 

importance of not only training but also cultivating a culture of psychological safety in which 

employees feel empowered to report incidents without fear of blame. Organizations that foster 

such cultures are more likely to detect threats early and respond effectively, transforming 

employees from passive participants into active contributors to organizational security. 

The study further identifies a significant measurement gap that limits the ability of 

small businesses to assess and improve their cybersecurity posture. While metrics such as 

phishing simulation results and training completion rates are commonly used, they often fail 

to capture meaningful behavioral change or actual risk reduction. This lack of robust 
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measurement undermines accountability, complicates investment decisions, and hinders 

continuous improvement. Addressing this gap requires the development of accessible, 

practical frameworks that align measurement with real-world security outcomes. 

Across all themes, a unifying conclusion emerges: cybersecurity for small businesses 

is inherently multidimensional. It demands the integration of foundational technical controls, 

continuous employee engagement, strategic leadership, and external collaboration. No single 

solution is sufficient in isolation; rather, resilience is achieved through a layered, adaptive 

approach that prioritizes risk reduction, rapid recovery, and sustained awareness. 

Ultimately, the findings reinforce that perfect security is neither realistic nor 

necessary. What is both achievable and essential is resilient security—the capacity to 

anticipate, withstand, and recover from cyber incidents while maintaining core business 

operations. In an environment where cyber threats are inevitable and continuously evolving, 

small businesses that adopt proactive, people-centered, and strategically aligned approaches to 

cybersecurity will be better positioned not only to survive but to thrive. Cybersecurity must be 

understood as a business imperative that extends beyond technology to encompass people, 

processes, and strategic decision-making. By embracing this broader perspective, small 

businesses can transform cybersecurity from a perceived burden into a source of operational 

strength and long-term sustainability. 
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Appendix A 

Interview Protocol 

Date of Interview: _________________ Code Assigned: _____________ 

The central research question for this proposed study is: what cybersecurity strategies do 

small business leaders implement to protect and defend their businesses from cyberattacks? 

The questions for the interview are as follows: 

Demographic Questions: 

1. What is your age?  

2. What is your gender identity? 

3. What is your highest level of education, and what is your field of study? 

4. What is your current job title, and how long have you been in this position? 

5. How long has your organization been in operation? 

6. What industry does your organization primarily operate in? 

7. How many employees currently work in your organization (including yourself)? 

Strategic Research Questions: 

8. From your perspective, how important are cybersecurity strategies in protecting 

organizations from cyberattacks in today’s post–COVID-19 environment? Please explain. 

9. Without sharing any confidential or company-specific information, what strategies do you 

believe are most effective for preventing, detecting, and responding to cyberattacks for 

small businesses? 

10. In your opinion, what are the main challenges small businesses face when implementing 

cybersecurity strategies, and what general steps should be taken to address those 

challenges? [Also, having in-house cybersecurity team vs outsourcing?] 
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11. From your perspective, which three cybersecurity threats pose the greatest risk to small 

businesses in the post–COVID-19 era, and why? 

12. In what ways do written cybersecurity policies and procedures help small businesses 

manage risk and enhance overall security practices? 

13. In your opinion, how do remote work arrangements and the use of personal devices 

(BYOD) impact cybersecurity for small businesses, and what strategies or best practices 

can be implemented to mitigate these risks? 

14. What are the most effective ways to communicate and enforce cybersecurity policies 

within an organization? 

15. What steps can organizations take to foster a culture where employees feel comfortable 

reporting potential security incidents without fear of blame or punishment? 

16. What types of cybersecurity training or awareness initiatives do small businesses typically 

provide? How frequently are these offered, and are they sufficient to improve employee 

awareness and behavior? 

17. Based on your experience, what methods or metrics do small businesses use to assess the 

effectiveness of cybersecurity training in improving employee awareness and behavior? 

18. In what ways can senior leadership effectively model and promote strong cybersecurity 

practices (“cyber hygiene”) within an organization? 

19. In your opinion, what business continuity and incident response strategies are most 

important for small businesses to effectively manage and recover from a cyberattack? 

20. In what ways does cyber insurance contribute to a small business’s risk management and 

incident response strategy? Based on your experience, would you recommend it? Please 

explain. 
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21. Which emerging cybersecurity threats and trends do you anticipate will most significantly 

affect small businesses within the next three to five years? 

22. What advice would you offer to other small business leaders seeking to strengthen their 

organization’s cybersecurity posture? 

23. Before we wrap up, is there anything else you’d like to add or any final thoughts you’d 

like to share? 

Wrap up the interview by thanking the participant. 
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Appendix B 

Participant Invitation Email  

Dear Participant, 

My name is Abinet Kidane, and I am a PhD candidate at Marywood University. I am 

conducting a study to explore what cybersecurity strategies small business leaders implement 

to protect and defend their businesses from cyberattacks in the post–COVID-19 environment. 

I found your business contact information through the U.S. Small Business Administration’s 

public database and would greatly appreciate your participation. As a small business owner, 

your perspective would be extremely valuable in helping to better understand current 

cybersecurity challenges and best practices. The study would involve a 45-minute interview, 

either in person or via Zoom—whichever option is most convenient for you. 

Your participation is completely voluntary and confidential. All data will be securely stored, 

personal identifiers will be removed, and the information will be retained for three years 

before being permanently destroyed. Please review the informed consent form and indicate 

your consent within five business days through the Qualtrics link below. 

Informed Consent Link: 

https://marywood.iad1.qualtrics.com/jfe/form/SV_3QPjzJnGssj09Aa 

Thank you for considering this invitation, and I would be happy to provide any additional 

information you may need.  

This study has been approved by Marywood University’s Exempt Review Committee. 

Warm regards, 

Abinet Kidane 

PhD Candidate at Marywood University 

https://marywood.iad1.qualtrics.com/jfe/form/SV_3QPjzJnGssj09Aa
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Appendix C 

Participants' Confirmation of Results  

Date: 

Subject: Interview Transcript Review 

Dear Participant, 

Thank you again for taking the time to participate in this study. I sincerely appreciate your 

insights and contributions. Attached to this email is the transcript from our recent interview. 

I kindly ask that you review the transcript carefully to ensure that your responses have been 

accurately captured and that any acronyms, terminology, or context-specific details are 

correctly represented. This step is important to maintain the accuracy and credibility of the 

research. 

If you would like to make any corrections, clarifications, or additions, please feel free to do so 

directly in the attached Word document using Track Changes or by inserting comments. You 

are also welcome to highlight any sections you would prefer to revise for clarity or 

confidentiality. 

Please confirm receipt of this email and return any revisions within three (3) business days. If 

no changes are needed, a brief confirmation indicating that the transcript is accurate would be 

greatly appreciated. 

Thank you once again for your valuable time and contribution to this research. 

Sincerely, 

Abinet Kidane 

PhD Candidate 

Marywood University 
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Appendix D 

IRB Informed Consent Form  

TITLE: CYBERSECURITY STRATEGIES FOR SMALL BUSINESSES IN THE POST-COVID-19 

ERA: A QUALITATIVE STUDY OF RISK, THREATS, AND RESILIENCE 

Principal Investigator (PI): Abinet Kidane  

Principal Investigator Contact Information: agkidane@m.marywood.edu       

Research Advisor: Dr. Alan Levine 

Research Advisor Contact Information: levine@maryu.marywood.edu 

 

Invitation for a Research Study 

You are invited to participate in a research study about what cybersecurity strategies small business 

leaders implement to protect and defend their businesses from cyberattacks post the COVID-19 

pandemic. You were chosen because you (a) have been operating in the Seattle metropolitan area for 

at least three years; (b) employ less than 500 people; (c) use technology to conduct business; and (d) 

participate in the business's cybersecurity decision-making process. Please read this form. Ask any 

questions you may have before agreeing to take part in this study.  

If you decide to participate in the study, please indicate your voluntary agreement to participate by 

selecting a consent checkbox prior to proceeding with the study. You will be given a copy of this form 

to keep. Refusal to participate in this study will have no effect on any future services you may be 

entitled to from Marywood University. Anyone who agrees to participate in this study is free to 

withdraw at any time with no penalty. 

 

Purpose – About the Study 

The purpose of this study is to explore cybersecurity strategies that small business leaders implement 

to protect their businesses from cyberattacks in the post-COVID-19 environment. 

Procedures - What You Will Do 

You will participate in a semi-structured face-to-face interviews or Zoom meetings that may last for 

about an hour and provide company documents with cybersecurity policies and procedures. 

Risks and Benefits  

There will be a risk to your organization in providing data or documents about its operations. You 

should seek permission from your organization before participating in this study.  

The benefit of participating in this study may include exploring the small business sector's 

cybersecurity practices, protecting small business systems from data breaches, and filling gaps in the 

understanding and practical nature of security practices in small businesses. 

Payment or Other Rewards  

Due to the nature of this research being conducted for academic purposes as part of my doctorate 

degree, I must kindly inform you that no payment, thank-you gifts, or reimbursements will be 

provided for participation. Your involvement is completely voluntary, and while there is no financial 

compensation, your contribution will be greatly valued and appreciated. 

Confidentiality 
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Personal information, including name and contact information, will be confidential. Any data will be 

presented without personal and organizational identification information. The researcher has 

completed training regarding the protection of confidential information in research. No personal 

information will be gained from participants. Audio recordings will be kept no longer than three years 

after the interview's publication.  The records of this study will be kept private. Information used in 

any written or presented report will not make it possible to identify you. Only the researcher and 

advisor will have access to the research records. Records will be kept in a locked file. Records will be 

kept for 3 years. Then they will be destroyed. 

Taking Part is Voluntary 

Participation is voluntary. Your decision whether or not to participate will not affect your current or 

future relationship with the investigator[s]. It will not affect your relationship with Marywood 

University. You may withdraw at any time until you submit your answers. There will be no penalty. 

To withdraw, contact the investigator. Your information will be deleted. 

Contacts and Questions 

If you have questions about this study at any time, contact the principal investigator or the advisor. His 

contact information appears at the top of this form. 

If you have questions related to the rights of research participants or research-related injuries (where 

applicable), please contact the Institutional Review Board at (570) 961-4782 or 

irbhelp@marywood.edu. 

 

You will be given a copy of this form for your records.  

Statement of Consent 

By checking the consent checkbox:  

● You understand what the study involves. 

● You have asked questions if you had them. 

● You agree to participate in the study. 

 

 

  

mailto:irbhelp@marywood.edu
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Appendix E 

IRB Approval 

 
MARYWOOD UNIVERSITY  

EXEMPT REVIEW COMMITTEE 
Immaculata Hall, 2300 Adams Avenue, Scranton, PA 18509 

 
DATE: November 24, 2025 

 
TO: ABINET KIDANE 

 
FROM: Marywood University Exempt Review Committee 

 
STUDY TITLE:  [2177923-2] Cybersecurity Strategies for Small Businesses in the 

Post-COVID-19 Era: A Qualitative Study of Risk, Threats, and 
Resilience 

MU ERC #: 

SUBMISSION TYPE: Amendment/Modification 

 
ACTION: APPROVED 

APPROVAL DATE: November 24, 2025 

CHECK IN DUE DATE: November 24, 2026 

REVIEW TYPE: Exempt Review  

EXEMPT CATEGORY: 45 CFR 46.104 

(d)()() 

 
 
Dear Mr. KIDANE: 
 
Thank you for your submission of Amendment/Modification materials to your Exemption Request for 

this research study. Marywood University's ERC has APPROVED your submission. The project meets 

federal exemption criteria and involves minimal risk to subjects participating in the research. All 
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research must be conducted in accordance with this approved submission. 

 

Please remember that informed consent is a process beginning with a complete description of the 

study  

and assurance of subject understanding. 

 

We have applied the ERC's approval stamp to the following documents, which have been  
uploaded with this letter in IRBNet. The stamp must appear on versions shared with subjects  
wherever possible. If it is not feasible to use the stamped versions online (e.g. some email 

systems or survey platforms), please ensure that the language in the transmitted versions is  

identical to the stamped versions. 

1. Informed Consent Form 

2. Advertisement  

Please also note that: 

• CLOSURE REPORTING: Upon completion of the research, you must file a closure report form 
via IRBNet. 

• CHECK IN REPORTING: While there is no expiration date for exempted studies, the ERC 
maintains oversight of open projects. If activities will continue beyond your approval's one-year 
anniversary of _11/24/26_, file a check in form by that date. 

• RECORDS RETENTION: While there is no minimum retention period for exempted studies, you 
must retain records for the length of time stated in your application and informed consent form. 

• DEVIATION, UNANTICIPATED PROBLEM OR SERIOUS ADVERSE EVENT REPORTING: If 
any         of these events occur, you must file the appropriate form immediately via IRBNet. 

• REVISION REQUESTS: If you decide to make procedural or document changes to your 
approved   project, you must file a revision request form for review and approval prior to 
implementation, except  when necessary to eliminate apparent, immediate hazards to the 
subjects. In hazardous situations,       you must file the form immediately afterward. 

Forms for the reports mentioned above may be found on the ERC's website or in IRBNet's Forms 

library.   The library appears after you begin a follow-up package within your existing project and then 

click the  Designer button on the left menu, followed by the blue "Need forms" link on the main screen 

(opens           library under Step 1). 

If you have any questions, please contact the Research Office at 570-348-6211, x.2418 or 

irbhelp@marywood.edu. Please include your study title and IRBNet number in all correspondence 

with     this office. 

Thank you and good luck with your research!  

Regards, 

Exempt Review Committee 

 

 

http://www.marywood.edu/erc/forms.html
mailto:irbhelp@marywood.edu
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Appendix F 

Request for Permission to Adapt a Table  

Dear Author / Publisher, 

I hope this message finds you well. My name is Abinet Kidane, and I am a PhD candidate at 

Marywood University. I am conducting a study to explore what cybersecurity strategies small 

business leaders implement to protect and defend their businesses from cyberattacks post the 

COVID-19 pandemic. I am writing to request permission to adapt a table from your 

publication:  

Li, Y., & Liu, Q. (2021). A comprehensive review study of cyber-attacks and cyber security; 

Emerging trends and recent developments. Energy Reports, 7, 8176–8186. 

https://doi.org/10.1016/j.egyr.2021.08.126 

The material I would like to adapt includes Table 3 - Methods commonly used by 

cybercriminals. This adapted material would be included in my dissertation, which will be 

submitted to Marywood University and may be made publicly accessible through the 

university’s repository. Full credit and citation will be given to the original source in 

accordance with your guidelines. If you require a specific attribution statement or have any 

conditions for use, I am happy to comply. Please let me know if there are any forms or 

additional information you require to process this request. 

Thank you for your time and consideration. I greatly appreciate your contribution to my 

research and look forward to your response. 

Sincerely, 

Abinet Kidane 

PhD Candidate at Marywood University 

about:blank



